


what'_@ 'H'\is?.

The man page for tepdump starts Llike this:

NAME
tcpdump - dump traffic on a network

SYNOPSIS
tcpdump [ -AbdDefhHIJKLLnNOpqStuUvxX# ] [ -B buffer size ]

[ -c count ]

[ -C file size ] [ -G rotate seconds ] [ -F file ]

[ -i interface ] [ -j tstamp_type ] [ -m module ] [ -M secret ]

[ --number ] [ -Q in]out|inout ]

[ -r file ] [ -V file ] [ -s snaplen ] [ -T type ] [ -w file ]

[ -W filecount ]

[

[

[

[

[

-E spi@ipaddr algo:secret,...

-y datalinktype ] [ -z postrotate-command ] [ -Z user ]
--time-stamp-precision=tstamp precision ]
--immediate-mode ] [ --version ]

expression ]
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what is tcpdump for?

tcpdump coptures network tra$fic
and prints if out for you.

For exam\ole‘. \/esferc\o\n DNS lookups
on my laptop were slow

000 {\ hat's hqppenfng ?

° T know, Il
use tepdump ¥

S)SUdO tcpdomp -n - any por‘l‘ 53

DNS queries :
10:52:03.992138 IP 192.168.1.241.63019 192.168.1.1.53: 44000+ A? ask.metafilter.com. (36)

10:52:08.972719 IP 192.168.1.241.63019-#(192.168.1.1.53: 44000+ A? ask.metafilter.com. (36)
10:52:13.919782 IP 192.168.1.241.63019-192.168.1.1.53: 44000+ A? ask.metafilter.com. (36)
10:52:13.928894 IP 192.168.1.1.53 > 192.168.1.241.63019: 44000 2/0/0 CNAME metafilter.com.,
A 54.186.13.33 (80) ’

DNS res ponse

This means that there were 3 DNS queries
(at 10:52:03,10:52:08, 10:52:13) , but anly
the 2 one got a response !

I ‘Fl’t&)urec{ my router was probably the problem,
I restacted it, and my internet was fast again!

Lets learn how to debug problems with tcpdump!



Ques’(mns YOU can answey
wth tepdump

— what DNS quecies is my laptap sendmg?
“tepdump -i any pact 537
= T have o secver running on part 1337.

A{e W“j ackets a(rfvma at that pamf—
ot ALL%?

" ‘I’deumr_) -0 any PorT 337"

- What Packe+s ace commj (nto my secver
from TP 1.2.2.47

“ tepdump port 1337 and host 1.2.3.4"

—* show me 4l pnsS quectes that fall

“fcpdump odpL143 {Ox$ ==
(complicared but it works 1)

—# how long are the TCP connections
on this box lasting right” now?

“chc\ump W \oacke'ts,PmP M
and ana|529 Packe‘\'s.pcap in Wireshark



what {'cpdu»'np output means

Every line of tepdump output represents a packet.
The parts T USUQ“L:) Pay adtention to ace:

X Source +dest TP address and port
X timestamp

X which T('.Pflqs_s (g00d fo, s
of a TcP connection )

X +the DNS query, for DNS packets
X that's i+ 4
UDP packet:
dest TP

imestam
Yimestamp source IP Por‘l’ (my couter) port
N

P°‘H‘"ﬂg +the bes inrn'olt)

——~— /T~
10:52:03.992138 IP 192.168.1.241.63019 > 192.168.1.1.53: fjp@0+

F DNS query 1D

DNS query o5t
ags

TCP packet: *." means ACKL

11:36:26.353797 IP 192.168.1.241.45296 > 192.241.182.146.443: Flags [.],
ack 2291349910, win 319, options [nop,nop,TS val 10967552 ecr 580196754],

length 0

Ever seen a “Connection refused  €rcor? Hece's what that
looks like in tcpdumpl /N

12:16:38.944390 IP6 localhost.48680 > localhost.8999: Flags [S]
12:16:38.944458 IP6 localhost.8999 > localhost.48680: Flags [R.]

> 1
RST “Ack
We sent @ SYN to open the connection byt the server replied
With a "RST" packet: That gets translated

+o “connection refused .



BPF filters !

fcpdump uses a small [anUQSe
Called BPF to let you filter packets.

When you run  § sudo tepdump port 53,
' poct 53" is aq BPF filter. Here's o quick gufdeY

~Src port 80
_*PO({— S3 +clest port 80

checks i 5 the source por'(‘ GR "fCP PO{"(' 80

the dest por\’ is S2. Matches

are (ohat ‘f_‘heg
TCP P°(+ 52 and UDP Pc('f' S3. ook Lika &

o G(e .
+ host 192.168.3.2 src host 1.2.3.4

des{— hos‘t’ \23.""
checks if the soucce or

dest IP i¢192.168.3.2 “’UdP[”} ZOX’?::S

You can do bit math \ike
this on pqcke+ Confents.
*host ll.QZ.ii.qg"(f) Thic checlkes for the DNS
and Po (esponge code "NXDOMANT

Y0L can use ‘and’ (I googled to find this

N and i+ wocks ! &)
‘OflJand not’ '



Q) Wireshark Q2

T want 10 know
more about

whot's in my
Po\ckc{'s\z

You want
wiresharkV

\,Jireskark iS an inuedibhé,
pOuef‘Ful chkef ana(:.jsfs tool V

what™ protocols HTTP! Tcpt
do yoo understand , Dns !
ARPL 10!
Uileshq{k? MSNL AIMY AOL!
Ethecnet ! Bluetooth
\ Alot, okay?
’ﬂ\.‘nss Wireshark has-
X nice %mpkfcﬁl intecface | * seacch through
% it can connect TCP Your packets
packets from the same easily ¥

onne c+|'o/\ ‘.

Tf you wont to anahoze Packe+5 From tcpdump with
Wire shack, vou can either:

@ save o -peap file and open it with Wireshark
D yse this incantation to pipe tcpdump out put
into Wireshack !

ssh some.remote.host tcpdump -pni any -w - -s0 -U port 8888
| wireshark -k -i -



my \V/ ‘Favourif'ev
command line argumen+s

T use these 3 ar%umerﬁs the most -
Whidh network interface to captorce

(
| packe+s on. T offen use i-¢ }mﬁ
' The default interface ‘kcpc—{_dr:n_gs-f)_fcks
s for : isn't a\woujs what you want.

intecf
intertace Example : sudo tcpdump -i lo

shows you packe“’s on the local
“loopback” interface.

Thstead of printing out™ packets,
write them to a file U This is
VERY ULSgEFuL far anc\lyzms the
packels later. T use it all thetime

Example: sudo tcpdump host 8.8.8.8
-W YY\Y_ packe‘f's.chp

Saves packets to/from 2.8.8.8 to a File

|

' \When writing to a file, be careful [

; You don't want to accidentally £ill o
is foc | youc hard drive. '_—c-l(-)_-g__éé' will only
count ! capture 10,000 packets.

0Ty

xample: sudo 'bcpdump -¢ looo
-Ww )'Y\Y_ packe-f-s_f;cqp
dest port 8080



and hece are a few more qood ones:

|
« This p(in‘f'_s out the packe‘f's contends!

. For example, suppose T have o

|

1 webserver on port 7777.

'( $ sudo fCPdumP -A dest port 7777

Will show me all the HTTP reguests
being sent to that server. Only works
for HTTP, not HTTPS.

(T like ngrep moce than tcpdump -A for

lookrns ot HTTP request bodies -Hnous\r\ J.';\

By defaolt, tcpdump will translate
TP addresses to hos\'names.@

focces it to just always print out

the TP address

Tncludes Ethernet information ! Thes

\
-_i—e’{ i shows you the MAC address that
“e,00 5 the packet came feom
is for
ethernet
EXamplc: Sudo {'cpdump ~€ -iany
port 443
v 7% makes sure you only 3e+ packets
v p ? . that ace to or from your compufer‘



network administeation tools

Finally there are a lot more tools than
tecpdump T We won't explain them hee but
here's a List |

"Gre these computers | does that tam T usin
even connected? - domain exist 7" that port?
© hot's my con{igures interfaces, see your
TP address?” routes, and more | 2 Lol
Successor to ARP table]
i Confu’g .
{'mcerou*e /m‘f‘r {é}}
S(EP 50 what secvers are on netcat!
+h Malke TP
Your netuwork ¢ Way to that connectians
Seever ? manually !
nftables /
fP+ableS
set up fitewalls Confiqure sacket Understand

and NATY Buffer sizes, and macel ~ Y0Ur ethernet:

COnnec'h'ong



fmafy  Wp e

in ur netwark lock vp a what
Scann(ns ur POF"S d0ma. are bemg used?
FHelnets fesh
See if a poct on cant forget onfigure sacket
nother serve this one & buﬂ-‘er Si2e$, and mare

Gi1s Open

network manager’

GUT 4ol 4o configuce
4}‘9 neﬁdark on yon
|ap+op

nethogs /ab /nlsad

lp‘f'mf/ne ferf‘/iper'f:
ftop/ ne sn.F—F—Qj

lots of pecfarmance /
benchmarking tosl s
(ﬂ\er all do different things)

Ping, but it Sef Up q like netcat,
uses TCP VPN T but mace
feature ful

thonks so much

‘fO( read.‘nj Y

now that T
understand +the
basics, the man
Page isn't s bad |




like this?
there are more
Zines at:
hffp=//Jvns.ca/2ines
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