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The man page for tepdump starts Like this:

NAME
tcpdump - dump traffic on a network

SYNOPSIS
tcpdump [ -AbdDefhHIJKLLnNOpqStuUvxX# ] [ -B buffer size ]
[ -c count ]
[ -C file size ] [ -G rotate seconds ] [ -F file ]
[ -i interface 1 [ -j tstamp type 1 [ -m module ] [ -M secret ]
[ --number ] [ -Q inlout]inout ]
[ -r file ] [ -V file 1 [ -s snaplen ] [ -T type ] [ -w file ]
[ -W filecount ]
[
[
[
[
[

-E spi@ipaddr algo:secret,... 1

-y datalinktype ] [ -z postrotate-command ] [ -Z user ]
--time-stamp-precision=tstamp precision ]
--immediate-mode ] [ --version ]

expression ]
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_ and here are a few more good ones:
Ques’(.ons YOoU can answey \
This pcints out the packet's contents]

w(th tepdump | -
' or example, suppose T have o
|
i webserver on poct 7777.
(

— what DNS quecies 1S my laptap Sending?

"tepdump -i any part 53°

= T hove o server cunning on port 1337
Are amj ackets Q(riving at that part
ot ALL???

" ‘l‘cpdump - any Por‘l' 1337

- Whot Packe%s ace Com(n3 (nto my secver
feom TP 1.2.23.47

' fCPC\ump Por’f‘ 1337 and host 1.2.3.94"

Lt

$ Sudo ‘fcpdump -A dest Por’t 7777

will show me all the HTTP reques"'s
being sent to that server. Only works
for HTTP, not HTTPS.

(T like ngrep moce than tepdump -A for
l°°kf"3 of HTTP request bodies though &

By defaolt, tepdump will teanslate

TP addresses to hos’mames.%ng}
focces i+ o just always print out

the TP address

- em e —— = o= —

Tncludes Ethernet information ! This

Vo,

\
g Sh ] N \ - :'
m:/ Mme all DNS queries 't'/b,mf fall 2-€7 1 shows you the MAC address +hat
tepdump 0dpL113 £Oxf==3 ’,,il\ i the packet came from
(Comp\.’ta‘\ ed but it works ') elis'her‘:\{e{'
Ex le: sudo tepd - -
— how \00‘3 are the TCP connections ample Ldo tep L;;f‘(_ ‘-I:3 ant
on this box lasting right now? :.’
\ . Ve, kes sure vou onl et packet
v _ ckets , v 4 : ma 4 Y geT Packets
hPC\UMP W packets.peap (7; p: i that ace to or from your computer
v .

and analyze packets.peap in Wireshark
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Checks i 5 the source por‘(‘ GR
the dest

TCP P°(+ 52 and UDP PoH' S3.

+host 192.168.3.2

BPF filters |

{'cpdump uses a small language
Called BPF to let you filter packets.

When You run $ sudo tepdump P0f+ 53,
“poct 53" is a BPF Filter. Here's o quick guidel

~+Src poct 0

+clest por‘(’ 80
—»fcp porf &0

oce tohat fheg

ook Like &Y
s(c host 1.2.3.°
des{— h0$+ \’2.3.L|

- por{' S3

poc’\’ is S2. Madtches

checks if the soucce or

dest TP i¢192.168.3.2

+host 11.22.3%.4Y4

\

+udpL14] fOxf=:=3

You can do bit mcth \ike
this on pqcke+ Contfents.

Thic checks for the DNS
(esponge code "N¥X DoHAN“T

(1 8°°S\ed to find this
and i+ works ! U

ond Por{' €0

Y0L can use ‘and’
O(/Jand not'

Q) Wireshark Q2

T want to know JoU want
wiresharkV

more about
what's ¢n my
\,Jifes\'\a(k 1S an inuedibl%,
powerful packet analysis tool ¥

PacketsV

what pro‘focols
do Yoo u/\d!{s"‘and/
Wireshark?

HTTP! T¢p1

DnsS !t
ARPL 1p!
MSN Al ACL!
Etheenet ) Blyetooth L
Alot, okc\bz

N\

chngs Wiceshark has-

X nice 3(&9‘1\.‘ml intecface !
A it can connect TCP

packets Ffrom the same
Connectiont

* Search through
Your packefj
eas:ls )

1f you want to analyze Packe+s from tepdump with
Wireshark, vou can eiher :

(D save o -peap file and open it with Wireshark

@ yse this incantation to pipe tcpdump output
into Wiceshark !

ssh some.remote.host tcpdump -pni any -w - -s0 -U port 8888
| wireshark -k -i -



