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WhomakesthisTI
Hi I'm Julia I look kindof like this

hair y
laptop Eby

wrbwqmm.gg yaY Yn
I found out last year that understanding your
operating system's internals makes you a

oik

iw EEmywow
Yay

It was SO FUN and I wanted to tell
EVERYONE So I'm telling you I

i i

i blog jvns.ca 1
you can I

find me at i twitter b Ork i
r I
i email julia jvns.ca Ii

I



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

a tiny manifesto

operating systems are

A A B D A
r

AWESOMEI I

f s s s s l 8
A A A

the strace zine thinks

your computer is yours
your OS is yours

open licenses mean you can

READ AND CHANGETHE CODE
Linux is REALLY COOL

s s s yaaaaay
LET'S GO LEARN

s s s s s z s z it'sreallyfun

h l



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

what is this strace thing
Og

proassenterate o
a an

III Ia.IE is a program on Linux
that lets yousirispe_t what a program
is doingwithout

a debugger
or the source code
or even knowing the programming
language at all how can it be

Basically strace makes you a

To understand how this works let's

talk a little about osPfraetmngmg

h



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Why you should your
i r

Br i operating system Bi
i

s s s s s I l

Some things it does for you

understands how your hard drive works and
howthe file system on it organizes the bytes
into files so you can just read the file

runs code every time you press a key so
that you can type
implementsnetworking protocols like TCP IP so

that you can get webpage pictures of cats
from the internet

keepstrack of all thememoryeveryprocess is using
basically knowseverything about how all your
hardware works so you can just write
programs

l I e

sog
I



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

buyewaiiit.tnsuglirae.afoswodomyeprosraIoperating system does

yay
You Eis

fysmmfYSTEMaq.imE CALLS
fWow
A

System calls are then
youroperatingsystem

Tff want
to open a file use openD and then

react and write to it

sending data over a network Useconnect
µ to open a connection and and
rect pictures of cats

Every program on your computer is using
systemcalls allthetime to manage memory
write files do networking and lots more



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

a first cup of strace
Youmight think with all this talk
of operating systems and system
calls that using strace is hard

Getting started is easy If you
have a Linux machine I want you
to try it RIGHT Now

WizaroRun 1st race Is 1 time

There's a LOT of output and it's pretty
confusing at first I've annotated some
for you on the next page

try stracingmoreprograms1Googlethe

t yI d I

l I I



 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 

annotated strace
Whenyou run strace you'llsee thousands of lines of
output like this

Studiesshow this is not self explanatory
measkingmyfriends if itmakessenseandNOPENOPE

the let's learnhow to interpretstraceoutput7AM

The process ID includedwhen you run strace f
The name of the systemcall execve starts programs
Thesystemcall's arguments in this case a program to
startand thearguments to start it with
Thereturnvalue

11999 execve("/bin/ls", ["ls", "/home/bork/blah"]) = 0

$ strace ls /home/bork/blah 
execve("/bin/ls", ["ls", "/home/bork/blah"], [/* 62 vars 
*/]) = 0 
brk(NULL)                               = 0xb67000 
open("/etc/ld.so.cache", O_RDONLY|O_CLOEXEC) = 3 
open("/proc/filesystems", O_RDONLY)     = 3 
 ... omitted ... 
open("/home/bork/blah", O_RDONLY|O_NONBLOCK|O_DIRECTORY) = 
3 
fstat(3, {st_mode=S_IFDIR|0775, st_size=168, ...}) = 0 
getdents(3, /* 3 entries */, 32768)     = 80 
getdents(3, /* 0 entries */, 32768)     = 0 
close(3)                                = 0 
fstat(1, {st_mode=S_IFCHR|0620, st_rdev=makedev(136, 
5), ...}) = 0 
write(1, "awesome_file\n", 13)          = 13 
close(1)                                = 0 
close(2)                                = 0 
exit_group(0)                           = ? 



 
stillthename openwithof the
Syscall file toopen readIwritepermissions
to to to

g file
Open awesome txt O RDWR 3 descriptor

The 3 here is a file descriptornumber Internally
Linuxtracksopen fileswith numbersV You can see all
the file descriptors forprocess ID 42 and what
theypoint to bydoing

ifd is for
B

file
descriptor

lls I proc142Ad

file
descriptor

whatgotread numberof
t t bytesread

read 3 wow yay 1 9

If youdon'tunderstandsomething inyourstraceoutput

it'snormal Thereare lots of syscalls
try reading the man page for the system call
I'man 2 open

remember that just understanding
read write open execve
can take you a longway



my fav rite

systemca

Haveyou ever notbeen sure what

Open configuration files a program is using
THATNEVERNEEDS TO HAPPEN TO
YOU AGAIN II Skipthe docs

F l
i andhead straight for

i i
i strace f e openmplayer Rick Astley.me
ii
I

Programs write logs
I

write If you're sureyourprogram iswriting
Very ImportantInformationbutdon'tknow
what orwhere EstIIEE.II.IEI maybe for you
III III is prettygreattoo



connect Sometimes a program is sending
network requests to another machine
and I want to know WHICHMACHINE

fiiStace MEE
Showsmeevery IP address a program
connects to

101101010010100
i What'sfun Spyingon networkactivity
O Osend to 1 is fun If youhave an HTTP service ando O
o 1 o
o o you're debugging and totally at yourbrew from 0 wits end maybe it's time to look ati l
0011010100101000 what REALLYEXACTLY being sent

over the network

these are your pals

A
execve On my first day of work a Ruby

A script that ran some Sshcommands
wasn'tworking Oh no
Butwhowants to read code to find
out why ugh

i strace f e execve script rbi i

told us what the problem ssh
commandwas and we fixed it



I
strace command line
fIags

I overwhelmedby all the systemcalls
w youdon't understand Try

i
i

i strace e openi l i
t

i and it'll justshowyoutheopens muchsimpler

Eff Doesyour program start IBIEII.es i 1
is for Use ID to seewhatthoseare doingtoo
follow i Or justalways use f That'swhat I do

OHNO I STARTEDTHEPROGRAM
I 6HOURS AGOANDNOW I WANTTO1

is for i 5TRACE IT
PID i

Do notworry Just find your
process's PID like747 and

y.g.pe
runs
as
root

YOO



i sometimes I'm looking at the outputI ofarecufrom and it's like
is for

I l recvfrom 6 Andthenthemonsterstrings
and OHNOTHESUSPENSE

I
I strace s800I Iwillshowyouthe first
I 800charactersofeachstring I use
1 it all the time
1

Bmw Let's get real Nomatterwhat strace
prints toomuch damn output Useis for

output1 I Strace o toomuch stuff txti
1 andsort through it later

i Iesierinstories ii's
aflag in newerversions ofstateand
it'll showyoufilenamesinsteadofjust
numbers

Puttingitalltogetheri

Wantto spy on an ssh session

Strace f o ssh.txtsshjuliabox.comi I

Wantto seewhatfiles aDropboxsyncprocess isopening
with PID 230

strace f p230 e open



That's it 1 Now you're a
r

WIZARD
i

g I 1

Moreseriously there'sobviously a TON more to
learn about operatingsystemsandmany further
levels ofWizardryBut I findjuststracebyitself tobe
an incrediblyuseful tool

And sofun On a 12 hour train ride from
New York to Montreal I had no book and no internet
so I just started stracing programs onmy computer
and I couldtotally see howthe kill all program works
withoutreading the source code or ANYTHING

and ithelpsme debug all the time

Both happy stracing Bah



ResourcestFAQLT

I're written like 7 posts about
strace because I have an
unhealthyobsession They're at

i
i feet estetree

In frequently asked questions

Q Is therestrace on OS X
A No buttry dtruss10trace

Q can I strace strace
A Yup If youdo you'llfind out that Strace uses
theptracesystem call to do itsmagic

Q should I strace myproductiondatabase
A NONONONO It will slow down your
database a LOT

Q Is there awaytotracesystemcalls
thatwon'tslowdownmyprograms

A Sometimesyoucan use ipeIIIIa.IE on
newerLinuxversions Or bpftracer
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