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who mokes this ?}

H l T'm Su\la T look kind of | |ke this:

Al Yo
(\‘5\\; éﬁm‘"" \Q?
1
&*

I ’Fooné out last Ye ar -H'\acl' UndQ(S“’ande %our

0pera+mg 55s+em'5 internals makes 4ou o

WAY BETTER
PROG RAMMER

Jay Y k9

1+ was SO FUN and I wanted to tell
E\/ER\/ONE So I'm 'I.'Q“lnﬁ \/OU‘ 1 ll |l
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¥ a ‘hng manifesto @

opera‘l‘fnfj 5\/5+em5 Qre

> eI EP & g

& ,// s s s = ./_\
S AWESOME 3§
#"’/ s 7 o s 7 / Yk

By kK

the strace zine thinks:

~your compoter S yaurs

- Your OS is yours

~open licenses mean you can
READ AND CHAN GE THE CoDE!!

- Linux 1s REALLY COOL

LETS GO LEARN

Ty m —5 —5 —

T /2 T —— — — I‘}IS (e&”j ‘Fun —_— — — — —

~



what is this strace thing 117

pronmmced
Y ess-trace

— N - q-——l

n
: S%FOKCG b 1S & program on Linux

— s o — C——— =

Spy on

H\o\Jr lets You ﬂ-ﬂ-s-p-@ét what o program
1S doing withouT

—ade‘ougger
-or the source code

-0 even kﬂowfn\cj the prog ramming
language of all (21171 how can i+ be?)

BC&Sch\H\j s)rrace makes \/ou Q.

\ s

sWIZARDTY L

\
~ -,/ 7 11

To understand how Fhis works, letls

talk o LitHe about o Opecating
Sy5+em5



\uﬂ\g you should @ your

227 HNC LTSN -
& Joperating sys‘l'em\: Jr

oyl S r sl 1)

SOme ‘H\tngs ) does ‘For‘ you:

-wnde rstands how your hacd drive works and
how the ile system on it organizes the bytes

into Tiles so yov can just read the file U

-runs code every time you press a key So
that You can ‘l‘pr

- imp\emenJFs ne‘}workm\c:j p(oJroco\_g like TCP/IP so
‘“‘\od' you can %e+ H—Q—b—p&@-@:& PiC‘\'ureS of cats

from the internet

~keeps track of all the Memory every Process 18 Lsing

- basfca\lj Knows eversthmj about houw all your
hafC\\,Ja(e works <o Yyou Can \)UST write
PfOSFWYLS VY



@Jr wait, Sulia, how do mY programs
vse all thss g(ea+ sTuoff the

}ﬁ)erod‘?ng 5351‘em daes ¢
%ou

S

N
S
S
N}

Vo VYA 0

. int fac
Sys*em calls ace the ﬁ?ﬂ’ie‘?gf

Wour_opecating system |
Ca ' ) l

%warﬁ to open aFile? use and then
iread omc\ to T,

send:nﬁ dotdon over o netuock? Use [comecF
fo open O connection and and
[recv' Pic’fures of cats.

g
7
%

El@_(g P(03(am on kéou( Compu‘}er 'S US\'nj

/

System calls oll the time to manage memory,
Write files, do neTwor king, and lots more.




a‘girs‘,’ cup 0{' stroce

Yoo m\‘g‘n{’ think with all this tedk

O‘?’ oPermLmﬁ s35+em5 and .S&s‘}em
Cq"s 'H'm']' Usfns <trace is hard.

(9er{13 stacted is eaLSLj! Tf you

have o Linux machine , I want you

+o +f3 i+ RIGHT Now.

— —o-—‘--ﬁ--.,-"

) l\/f

| 2q,
Kon: )‘S‘l':face ls \ *:’nfef,"

—— -_‘vw—~

There's o LOT of output and it's prettyy
confusmg ot First. The annotated some

for You on the next paﬁe.\‘b

try stracing more programs¥ Google +he
Sy.s‘}em calls ¥ Don't worry 5 you don't
Undecstand everuthingl T suce don't!




annototed strace

When you run strace, you'll see thousands of lines of
output Like this:

$ strace ls /home/bork/blah
execve ("/bin/ls", ["1ls", "/home/bork/blah"], [/* 62 vars
*/1) =0

brk (NULL) = 0xb67000
open("/etc/ld.so.cache", O RDONLY|O CLOEXEC) = 3
open ("/proc/filesystems", O RDONLY) = 3

. omitted ...

open (" /home/bork/blah", O RDONLY|O NONBLOCK|O DIRECTORY) =
3
fstat(3, {st_mode=S IFDIR|0775, st _size=168, ...}) =0

getdents (3, /* 3 entries */, 32768) = 80
getdents (3, /* 0 entries */, 32768) =0
close (3) =0

fstat(l, {st_mode=S IFCHR|0620, st rdev=makedev (136,
5, ...}) =0

write(l, "awesome file\n", 13) = 13
close (1) =0
close (2) =0

exit group (0) ?

S+udiesAshow this is not self—explanq’]‘or5

(me &Sk{ns my-FrienA.s if it makes sense and NopE NOPE)

‘k leﬂs learn how to in’rerpre‘f strace ou+Put *

11999 execve Work/bla(f\) i®/
® @ A ®

® The process O (included when you run strace -f)
@ The name of the system call (execve sTarts progeams C”DX

® The system call's arguments, in this case a program to
start and the ar gum ents to start it with
@ The return valve



¢till the name

of ‘l’he open with
syscall filetoopen  read/write permissions
¥ ¢

£ile

Open (“ a\o\lesome.tx‘t’; O_RD\IJR) = 3 — descriptor

The 2. here isa file descriptor number, In+erna|13)

Linux tracks open Files with numbers ¥ You can see all
the file descrip\'ors for process ID 472 and whot
they Poirﬂ‘ to bfj doing

/T TS T T T TS %6‘5‘90 .p’\'°(
Cls -1 /proc /4254 ) 3¢
«o¥o¥
4
\e Aesf-f what gof read number of
] x~ byfes read

read(’s wow ! yay‘) =]

TF gou don'F undecstand Some‘l‘hinﬂ tn your strace oU'f'pu't:

* 145 normal! There are loks of syscalls.
frtj reading fhe man pqge foc the system call!

.-——

lman 1 open %)

h——~—»-_.———’

» remember thot Jusf undersi‘ano\mg
read rwrite Open * execve

Can take you o long way e



open

once
Upon

=

wrife

.m% fove rite
SSSfem calls

H ave You ever not been sure what
configuration files o program is using?
THAT NEVER NEEDS 10O HAPPEN TO

YoU AGAN LU . Skio the docs
and head siraight for:

- —— — — —p T - > T D =
-— - T T — — —— oy o mm W e wm e mm emem = = .

 Strace -f -e open mplayer Rick_As’r\eg-MP3|}

- —r — e T D e e —r e = S e e e = am e e = - ™ T

— e e w w T T o e e W TR W R G o T wmr P o e e

prosrams write logs.

T+ \/oulre Sure your program 1S wrihng
VerS Impor‘fan’l‘ T nformation but don't know

- - e a» e e -

L
what or where3 i Strace -e write

May be for you.

— i b D e T > gt = ——

\read ' is pretty great too.



C.onnec_‘t Some‘hmes o program 1S Ser\c\in3

network reques‘(’s to another machine

ond T wont o know WHICH MACHINE.

————'————--.-——

\Strace -e connect

——_-—-—)—---—

shows me ever5 1P address o p rogram
connects to.

101010100 10100

What's Fun? Spsing on network. ac’rivi‘l‘tj

E Sel\d‘to 1S ‘Fur\. 1f youw have on HTTP service and
° o \/ou're debusging and to'to.\\vj ot Your

|
JQC.V‘F(OM ' wits' end) magst L+’$ time to loock at
OOll0|0\oo|owo°

whad's REALLY EXACTLY being sent
over the network...

these are Your pa\s Y,

script that ran some ssh commands
wasn't working. Oh nol

But who wants +o read code to find
out wh57 Ugh

--_——-—————-'—"-"Q
— e ey, e—

\

'\ strace -f - execve /scnpf rb !

-

- —— '——————-—-——-"

fold us what the problem ssh
Command was, and we fixed it



N <
Strace command line
£ lqgs 1@

overwhelmed by all the system calls
you don't understand ? Try

CE)

is foc
$ollow

- e emam em e oo -

T
: strace -e open |

' __-——_.’-’

- - e e e e

and i'll just show Yoo the opens. much simpler Q)

0
7SOl
DOQS 300( program stort \\‘SUb procRsses ? Ogg,,

Use {'o See wha’c those are doins too.
Or just always use -f | That's what I do.

- - s = T e e e e -

\\

OH NO I STARTED THE PROGRAM
6 HOURS A GO AND NOW T WANT TO
STRACE IT7”

_P:;'

Do not worrg[ Sust find your
process's PID (like 747) and

-— T e e o o

7 strace -p /4 Z

\

-
e c— - —’———




J :
is for

S{'rinSS”

Sometimes I'm look.n3 at the output
of a recvfrom and its like:

recvfrom (6, “And then the monster... ")
ond OH NO THE SUS PENSE.

Strace -s 800 b will show you the first

—-——————.-- -

800 characi‘ers of each s’crmj T use
L"' Q“ ‘the ‘hme'

—— S — S D e e c— at —— — — —  —

Let’s Sef real. No matfer what, strace
prints oo much damn output. Use

s for

output !
i 1| show you filenames instead of just

numbers!

@Ting it all together:

Want to spyon an ssh session?

_,._p———-———-—o——'-- -— -

— e e S S —— — — - = — — = D 0 mp mp =

'Sfrace -0 too.much_stuff. txt ‘\

- S e — P e w amp — — P ey 0 =

— = - e et S e P

and sort H\rough it later.

Hove no idea which f£ile the file

descriptor " 3" refers to? Y1 s

aﬂas in newer versions 6¥ sfrace and

- wn = e = - -

-— e -

— = e - ot
— — C—— — — - - e et ™ e = e
| N T o —

Want +o see what Files a Dropbox sync process is opening’f
(with PID: 230)

) e s e w— e s amp 0 S e -l

’Sfrace -f -p 230 -e open |



That's itV Nouw you're a,

\W\ZARD \

’//l’\

More serious\:j) thece's obviws\g a. TON more to
(earn abouT opecating systems ond many further
levels of wizardrﬂ. But T $ind just strace by itself tobe
on incredibly useful tool.

And ssfun! On a [2-hour train ride from
New York to Montreal; T had no book and no internet,

so T just started sﬂacms programs on my computer
ond T could fofa|15 see how the (Killodl‘ program works
without reading the source code or ANYTHING.

and it helps me debug all the time QY

* happ5 thracinS *



| Resources + FAQ

Tve written like 7 posts about
S'frace because T hove on
Unheal’chj obsession. They're ot

-
- -y = —
. -— - - e — - ‘

\ )vns.ca /categories/strace |

—— — —
‘ - — - —— —— — D —m 0 =
- - —

(In\qcrequen’clb asked ques’cions:

Q: Is there strace on 0S X7
No, but try dtruss/dtrace !

A:
Q: CanI strace strace ?
A:

\/UP\ Lf you do, you ll find out that strace uses
the ptrace system call to do its magic.

: Should I strace my Produc‘hon database?

* NONONONO. 1+ will slow down your
database o LOT.

>0

Q: Isthere a way To trace system calls
that won't slow down my pro grams?

A: Sometimes Yyou can use iper

f trace! on

newer Linux versions. Or bpftrace!
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