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who mokes this ?\

Hll T'm Su\.‘al. T look kind of like this:

('0(\ \g\:\‘c o v’co? ?
L

A Sfound out last year that onderstanding your
internols a [i+He more makes you

ope rod-ins Slj.S‘l‘em 's

9°‘)\6

WAY BETTER
PROG RAMMER

and it was SO FUN and I wanted to tell
EVERYONE. So I'm f:ellu‘nﬁ \/ou'. L

blog:  jvns.ca

twitter: @b 0Ork

T write more

like this at

1
1
t
)
|

- - — e ——

—
e e e e e e = ™ e e o . ~ - ——

Resources + FAQ|

ve written like 7 posts about
strace because T hove an
un healfhj obsession., They're at

-
——— - = = - — e ————————— |

i Jvns.ca [categories/strace }

—— — —
Vo = — - —— ———— — — -

(In\wcrequen’cls asked questions:

Q: Is there strace on 0S X7
No, but try dtruss /dtrace |

A:
Q: Can I strace strace?
A:

Yop! Tfyou do, you'll find out that strace uses
P Yy Y
the ptrace system call to do its magic.

: Should I strace ry Produc+ion database?

* NONONONO. 1+ will slow down your
dotabase o LOT.

h-2D

Q: Tsthere a way To trace system calls
that won't slow down my programs?

A: Sometimes you can use 'ﬁ_é_ff}i{@_' on
newer Linux versions
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what is this strace ‘H\.‘n3 117

G
unl d dyoo 7 0
.z"'é’s"s".%'rice 2, Q. J’\'
bl ‘e_ Ug
: _f v, o ¢
S race ) is a program on Linux '“0%)

Spy on

thot lets you Haspeed what o program
IS domg without

—-ade‘ougger
-orthe source code

-0r even know:‘n\tj the prog ramming
laﬂguage ot all (21171 how can if bet)

Basfcall3 strace makes VOU o

sW1zARDY

=, 701"

To understand how this works, let’s

Falk o litHe about § OPeCaTing
S\/5+em5

\ :
is for
S{’ringsn

Sometimes T lookins at the output
of a recvfrom and its like

recvfrom ( 6, “And then the monster... ")
ond OH NO THE SUSPENSE

iStrace -s 80p. ‘: will show you the first
800 characters of each string. T use
it all the time &

— — —— —— . —— —— — — — —

Let’s Se’( real. No matfer what, strace
prints too much damn output. Use

is for

— — — —— — —— — - 0 =

\
';S‘('race -0 too-much_stuff.txt |
'

— e — - o = — — = = =

— e - - — - —

and sort ﬂ\rough it later.

Hove no idea which file the file
descripor 3" refers 402~V ! is

output !
Ck‘ﬂas in newer versions of strace and
it | show you filenomes instead of 5us‘l'

numbers!

‘Puﬂing it all toge’thed

Want to spy on a ssh session?

- = = = -

— —t — —— —— — — — ot — —t - — " = o -

) \
;S’trace -f -0 ssh.txt ssh juliabox.com .

— — —— e — T ot ot Y e ot —
o P

See what files a Dropbox sync process is Opening?
(with PID: 230)

-———— = = — - —— - -

;’S{‘race -f -p230 -e open |
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but wait, Sulia, how do MY programs
use all thss g(ea‘]' stuff the
Operod“?ng sgﬁem daes ¢

't Sometimes o program is Ser\c\inﬂ
connec network reques‘(‘s to another machine

ond T want to know WHICH MACHINE.

Strace ~e connect,

] —_——
oW :5 YAy . Shows me every 1P address o program
s & g connects to.
£ ~ ¢
S OlOIoI00 1000
& \

|
' What's fun? Spuina on network activit
Woo,, ! P3"3 3

)

:
sendto § s fun. If you have a HTTP service and
<+ o

\
[
»
.

cOo~-

)
o s you're debusgin3 and totally at your
interface cl,reCV‘me o its' end be itk time to losk at
S vstem colls in 1 ] WiTs' end, maybe TS e to
PAIIN Ok-j-‘ afe ‘t:Q -A'Pi‘ for 001010100 10100 whot's REALLY EXACTLY being sent
Qour Opeca 'i'_c,‘ System over the network...
o \s
%wan’} to open aFile? use and then these are your pals
[read and \weite) toi ¥ &
execve On my first da5 of work,, o Rub%
. . # * script that ran some ssh commands
sen():nﬁ doton over o netuwork ¢ Use [connect wasn' working. Oh nol
fo open o connection and and But who wants to read code to find
Pic’rures of cats. out whg? ugh.
‘:l;{:r;c-e: -f -e execve ./script.rb "/
Eﬁr_‘g Pfosram on 300( compu‘}er K usmj """"""""""""
_S_t;:‘}-em calls all the time to manage memory, told us what the problem ssh

ixed it
write Files, do neFuorking, and loks more. Command was, and we Fixed it
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annoctoted strace

Whean you run strace, you'll see thousands of lines of
ou")'pu‘]’ like this:

$ strace 1s /home/bork/blah

execve("/bin/1s", ["1s", "/home/bork/blah"], [/* 48 vars */]) = 0
brk(®) = 0x172c000
stat("/usr/local/lib", {st_mode=S_IFDIR|0755, st_size=4096, ...}) =0
open("/etc/1ld.so.cache", O_RDONLY|O_CLOEXEC) =

fstat(3, {st_mode=S_IFREG|0644, st_size=180820, ...}) =0

mmap(NULL, 180820, PROT_READ, MAP_PRIVATE, 3, 0) = 0x7fe04e3f7000
close(3) =0

open("/proc/filesystems", O_RDONLY) = 3 fstat(3, {st_mode=S_IFREG|0444, st_sizc

mmap(NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) =
0x7fe04e423000
read(3, "nodev\tsysfs\nnodev\trootfs\nnodev\tr"..., 1024) = 334

read(3, "", 1024) =0

close(3) =0

stat("/home/bork/blah", {st_mode=S_IFDIR|0®775, st_size=4096, ...}) = 0
openat(AT_FDCWD, "/home/bork/blah", O RDONLYlO NONBLOCK | 0_ DIRECTORYlO CLOEXEC) =
getdents(3, /* 3 entries */, 32768) = 80

getdents(3, /* 0 entries */, 32768) =0

close(3) =0

fstat(1l, {st_mode=S_IFCHR|0620, st_rdev=makedev(136, 4), ...}) = 0
mmap(NULL, 40896, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 8) =
0x7fe04e423000

write(1l, "awesome_file\n", 13)
close(1)
munmap(Ox7fe04e423000, 4096)
close(2)

exit_group(0)

Studies show this is nat self- explanatory

3

1
0
0
0
?

(me qsk:ns my-?r:enés if it makes sense and NOPE NopE)

4K lets learn how to interpeet strace ovfput 4K
999 execve (“usr/bin /shlfrsh'. “iqu) =&
® @ ®
® The process IO (included when you run strace - )

® The name of the system call (execve starts programs %)

® The system call’s arguments, in this case a program to
start and the arguments to start it with

@ The return value.

S\‘.Ilo‘;hi hn:me open with

syscall filetoapen  read/write permissions

¢
open (* awesome.txt’ O_-RDWR ) = 3 — &iserpor

The 3. here is a file descriptor number; Internally,

L‘mux tcacks open Files with numbers ¥ You can see all
the file descripfors for process ID 42 and what
they Poin‘]‘ to by doing

S:A \S oc P&-o( ¢

prm e m = = -
{ls - /proc,/‘l’L/Fd ) e 88
. o¥0¥
ofi@
e ‘“'sr wha number of
h I got read e b;Tes read

reo.d(’s wow | ya\y‘) =q

TF gou don't undecstand some‘H'\inj in your strace ou'f‘pu't:

* 145 normal ! There e los of syscalls.
¢ try rea[lmg the man pqge for the gystem call!

M = — —

lrnOm 1 open_ N

h—-———’-’

* remember thot Jusi‘ unders’randmg
read swrife » open + execve

can take you a long way e



