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the strace zine thinks:

'300-’ wmpo+er is yaurs

- your 0§ is yaurs

- open licenses mean you can
READ AND CHAN GE THE CoDE!

- Linux 13 REALLY cooL

- Just because Some Linux Kernel devs
) . (cough Linys cough)
act like Jerks doesnt mean we

Can't <+l learn AWESOME STUFF
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what is this strace thing 7777
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To uvnderstand how this works, let's

talk o litHe about opecating
Sys+ems



\i\jhs you should @ your
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SOMQ "l.‘hms_g it does For you:

-unde cstand how your hacd drive works and
how the file system on it organizes the bytes
into files so you can just read yoor damn Filedh

-run code every time you press a key so
that you can type

- implemen‘l' ne+w0rkir6 p(o‘}oco\,s like TCP/ZP so

that you Can %e‘]’ w&b?ecseé pic+u(e5 of cats
from the internet

~keep track of all the memory every Process is using !

- bas.‘callj Know evera-th;nj about how all your
harc\ua(e works so you can \')us‘l' write
Progmms\_ Q



but \,Jou‘]‘ Sdlia, how do my programs
use all th;s g(ea‘l’ stuff +the
Opero.+|n3 535+em does?
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terface
Sy5+em calls ace Jchem ‘

QWour 0P emd'xrlcj( S:/s‘l‘em

for

%wan‘} 4o open afile? use ond then
[read] and [wete) to it

5end:nj doton over o netuwock? Use \connect]

Yo spen o connection and and
pictures of cads.

_Eﬂf:) peogram on your compuler is using
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.Stds‘}em calls all the time to manage memoaory,

weite files, do nelworking, and lots more.



o First cop of strace

Yoo might think with all this talk

of operaﬂns systems and sgstem
calls that Us»‘ng strace is hard.

(DQ‘H’I‘(‘!& S+0\¢'+€d s Eqsgv’ I4 You
have o Linux machine T want you

to try i+ RIGHT NOW.-

ST
Ron: 5 gtrace ls | #med
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Therels o LOoT of output and iths pretty
Con‘fusins at first. Ive anncteded some

For You on +he next page \l_IJ

try s‘}rqcinj more programs ¥ Google the
System calls | Don't worry if you don't
undecstgad everything 1 T suce don'tl




annototed strace

When you run strace, you'll see thousands of lines of
output like this:

$ strace ls /home/bork/blah

execve("/bin/1ls", ["1ls", "/home/bork/blah"], [/* 48 vars */]) =
brk(0) = 0x172c000
stat("/usr/local/lib", {st_mode=S_IFDIR|0755, st_size=4096, ...}) =0
open("/etc/ld.so.cache", 0_RDONLY|0_CLOEXEC) =

fstat(3, {st_mode=S_IFREG|0644, st_size=180820, ...}) = 0

mmap(NULL, 186820, PROT_READ, MAP_PRIVATE, 3, 0) = 0x7fe04e3f7000

close(3) =0

open("/proc/filesystems", O_RDONLY) = 3 fstat(3, {st_mode=S_IFREG|0444, st_size

mmap(NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) =
0x7fe04e423000

read(3, "nodev\tsysfs\nnodev\trootfs\nnodev\tr"..., 1024) = 334

read(3, "", 1024) =0

close(3) =0

stat("/home/bork/blah", {st_mode=S_IFDIR|0775, st_size=4096, ...}) = 0
openat(AT_FDCWD, "/home/bork/blah", O_RDONLY|O_NONBLOCK|O_DIRECTORY|O_CLOEXEC) =

getdents(3, /* 3 entries */, 32768) = 80
getdents(3, /* 0 entries */, 32768) = 0
close(3) =

fstat(1, {st_mode=S_IFCHR|0620, st_rdev= makedev(136 4), ...}) =0
mmap(NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) =
0x7fe04e423000

write(1l, "awesome_file\n", 13)
close(1)
munmap(0x7fe04e423000, 4096)
close(2)

exit_group(0)

Ctud ies show this is net self- explanatory
(me st;rB my-Fr;ead.s if it makes sense and NOPE NopE)

K let’s learn how to inferpret strace output 4K

nqqq \Cﬁejﬁg(“/usr/bm/ssh [*ssh®, “jwns _::']) = &

(D @ ®
® The process 1O ®

® The name of the system call (execve starts programs C”J‘
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@ The system call’s arguments, in this case a program to
stact and the argumen+5 to start it with
@ The return valve.



S\':ll +he hname open with

sys:all read /write permissions

file toapen
$

Open( awesome. fx‘t O-RDNR) 3 — File

desceiptor
The 3. here is a file descriptor number. Tnternally,
Linux tracks Files with numbers ¥ You can see all

the file descriplors for process D 42 and whot
they Poin+ to bs do:‘nj

I, &A\s{iof xof
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what got read number of
+

~ bytes read
reo.d(’s wow! yay! “)=9

T you don't undecstand Some'fhfnj in your strace out put

* 145 normal ! There are lobs of syscalls.

. try readms the man pqse foc the system call}
fman 1 open N

7

* remember thot Jus‘l‘ Unders+and.n3
read wrife + Open + execve

can take you a lOng way e



mu fFavorite
sy stem calls

Have you ever not been sure what

OPeﬂ configuration files o program is using?
THAT NEVER NEEDS TO HAPPEN TO

once You AGAW Y& | Skip the docs

open and head siraight for:

(—=X

— e ——————— - - — _....._-_........_...._.._...-«——————»‘

Smece -f -e open mplayer Rick- Astley. mp%‘

s

programs write logs.
wr.l{.e I5 you ‘re sure your program s wrﬁ'mg
Vers Impor‘]‘anf :Er_\fz_;r_m_o.‘_hon but don't knew

what or where , S{'race _(;_y_r_nfre‘
MQS be ‘Far‘ %ou

|reqd is Pre’cfg great too.



Sometimes o proaram is sendin
connect AE 0

network requests to anather machine
oand T want +o know WHICH ONE.

: S‘frace -€ conne c‘t

ShOUS me every 1P addcess o program
connects to.

O OO0 10100

]
b What's fun? Sp3in3 on network. ac’rivi+3
SEI\dtO 2 s fon. If you have o, HTTP service and
o )
2 you're deUSS"‘S and totally at Your
recvfrom ° wits' end, maybe its time to lock at
OlB10106 101000

whatls REALLY EXACTLY being sent
over the network...
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these are your pals ©
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execve M first day of work,, o Rub%
# * Scrup’t thod’ ran some ssh commands
wasn't work.ns Oh nol

Byt who wants to read code to find
OU+ wh5? Ug\n

'\ strace - -e execve ./script.rb \:

fold us what the problem sch
command was, and we Fixed it!
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Strace command line
f lqs.s 1@

:' overwhelmed bﬂ all the system calls
L you dont understand 7 Try

S

; strace -e open |
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and il jost show Yoo the opens- much simpler
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Does Your prograrm stort \ _sub 9(6‘25513,3 ? q
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£ is Foc Use to see what these are clo.‘ns too.
follow Or just always use -f | That's what T do.
f " w
—P} I "OH NO T STARTED THE PROGRAM
' 6 HOURS AGO AND NOW I WANT TO
is for »
Pass | STRACE IT

Do not worrSE Sust Find your
process's, PID (like 747) and
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Sometimes T'm looking at the output

\“J
@ of a recvfrom ond it's like
is for )
S{'T ings‘ } recvfrom (6; “And then the monster... )

ond OH NO THE SUSPENSE

iSfmce -s 800 ' b will show you the first

800 chamd‘ers of each s{'rmj T use
it all the time *

Let’s Se’c real. No matter what, strace
prints oo much damn output. Use

is for

output ! 'S’crace “o too-much_stuff.txt |

and sort ‘H\rosh it later.

Have no idea which file the f;fe
descriptor “3” refers 02{-Y |

a¥1a5 in newer versions of s-(:race and

il show you filenames instead of just
nombers!

Mns it all ‘tose‘thei/

Want to spyon o ssh session?

@

See wha‘f files o Dropbox sync process is opening{
(with PID: 230)

'Sfrace -f -p230 -e open ;



’ﬂna‘\'s itV Now you're o,
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More SE((OUS‘S obvious‘g there's a. TON mare to

(earn aboul operating systems and many further

levels of wizardry. But T find just strace by itself tobe
on incredibly useful tool.

And sofun) On on a 12-hour train ride from
New York to Montreal; T had no book and no internet

so T just starfed s“'raunj programs on my computer
ond 71 could ‘fo‘l’olla see how killall worked without
reading the source code or ANYTHING.

and it helps me debug all the time QO

X happa sfracinﬂ x



] Resources + FAQ|

TVve written like 7 os’rs about
strace becayse T have an
un heal‘chj aobsession. They're at

| gvns ca./m‘\‘e.gor‘es/sfrace

(In) ?requeni’ls asked que_d'ions:

Q: Is there strace on 0S X7
: No but you can try dtruss!

“ CanI strace strace?
Yup! Tt uses the ptrace system call.

: Should I strace my Produd‘ion database?
* NONONONO. Tt will run MUCH more
SloulS never do this.

>0 >0 >

o0

: Tsthere a way to trace system calls
that won't slow down my programs?
A: Sometimes you can use 3;;_E_r_f_;f:mjg_z_' on

newer L'mux versions



like this ?
you can print mare v

for free ¥
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