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what's this?

(Gr\\5 Linux !)

e

perf’ on Linux is one of my favourite
debugging tools. T+ lets you:

*  taace sys’rem calls faster than strace

x profile Qour C, Go, (++,node.js, Rust, and Sava /I VM
programs really easily

*  trace or count almost *aag®™ kermel event
(“Pef £, count how many packe*'S every Progr;:rns"\

Tve even used it more than once to profile Ruby programs,
so it's not just for systems wizards.

This zine explains both how to use the most
impor fant perf— subcommands, and a litHe bit

obout how perf works under the hood .

let me shou yeu my favourite
pecf features + how T use it7

5ULIA EvAN S

@bork
h{’fps://")vns.ca

& more perf resources &

Thanks for reading[ A few more useful resources:
Brendan  —* Dréendan greqg.com /perf. htmle
Cirligg’s 1S mg%avaurﬂ'e perf ressurce. Hig blog &

3 talks are also usefol !

L\WN is a 3reod‘ Linux pub\icah‘on, and
{kes sometimes poblfsh articles about perf !

Linux Weekly News
LWN.net

pecf has man pages as 3ou'é expect.
“man pecf top”, for example.

most impoctantly: é

— Pick a program and +r3 ‘o p(o'Fi\e it !
- See what you kecnel is doing under diffecent wockloads ¥

—+ Try cecording lcoun+ins o few kinds of pe(p events and
see what happens [

qood luck ¥
? have fun L
A

'gul_lA
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Per«F top

Mtj fovourite Place to stact with pe(’? is
‘Pemc i‘op'.

T like 1o con “pecf top’
on machines Lohen o program
IS using 00 of +he CPU
ond I don't Know why .

Ag on examp\e, IE‘HS PfO’Fi\Q a rea ,b SEMPlQ
program T weete. T+ has a single Fonction
(" fon- owesome _ Fuactian') Which is an infinite loop-

HP(P’S +he code Vvoid run_awesome_function () {
int x = 0,

T ran. T called while (11

the binar }

ANy ! 5 }

{

X =X + 1;
]

USQ..-CPU .

int main() { run_awesome_function(); }

While that's running, start perf top. It needs
+o run as root, like evecyy perf subcommand.

§ sudo pecf top

T Know hou much well T know haw
CPU everg pregeam|| much (PU every
is usmg ‘Func'h'on is U-Sl'nj' pefF +°P

per%: under the hood

TH's often usefol to have o basic understanding of
how our tools are implemented. S let's losk at the
inferface the userspace toal (‘pers’) uses to talk to
the Linux kernel. Here's what happens, basically:

0] perf calls the perF_even'l'_open system call

@ the kernel writes “events” to a ring buffer
(n user space

® Per—F reads events off that ring buffe~ and
diSp‘ags them to you some how

What's a ring bu¥fer?

Basically, s impoctant to use a limided amount
of memory for profiling events. So the kernel allocates
A fixed amount of memary:

I_,\_I}%LH_II | N N |

each of these is space for 1 record

ond whea that memoly 6e+s full becavse

New records are being weithen faster than pecf can
read them)... FEFEFEEEE]

1]/ Whoops ! were out of space, guess T
-~ )
can't write more events

L-‘nux

S0 if you see warnings from perf about events
being dropped, that’s what's happening.

21
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(@ perf mixtae w 3
L= )eo
0o © awg

Q)

pemc cecocd

perf top is great for getting a. quick idea of what's
hqppem‘ng, but T often want to investigate more in depth.

collects the same information as perF top
but i¥ lets you save the data to analyse lafer.
T+ saves it in o file called “per?. data”
in your current diredo'fﬂ ;

I’ display
- [pE ]
o0 o
, Perf record }

Tl save it in
T hece are 3 main ways +o choose whet p(ocess(esB tao

o file called
peofile with pect- recacd :

perf. data
--------------- «— stact coMMAN
© {perf record CommanD ! * o tile it il it

______________ exits

TClE rerord PO b «— peofile PID until you

| press cirl +c

+— P(O'?’i\e every process
uatil you press ctrltc

hey,here's some
pro‘}i\ing dod'q,'

E

Linux
Kernel

o i i
Thece's o 4th hgbn‘é H”MS you can da: if you specify
bot+h o PID (or -&) and & command, it'll peofile the PID
until +the command exits. Like thiss

CoMM
. DR conmAND

tperf record -p 8325 sleep 5!

- - —— - —— — - ———— - o - - -

This vsefol +rick lets you pro—F;le PID 8325 for S seconds!

how peofiling with perf work s
The Linux Kerpel has o built in sampling profiler:

T checked what function the program
W running 50,000 times and here

Linux ore the results!

How does Linux know which fonctions your program s
running {houﬂh? Well -- the Linux kerel is in charge of

scheduling.
Thot means that af all times it has o list of every process

and the address of the CPU instruction that process is
Corrently conning. That address is called the instuction pointec.

Here's what the information the Linux kemel has looks like:

command PIO thread 10 instruction peinter
python 2379 2379 Ox00739d2d
bash 1229 1229 Ox 00 123456
use-cpu 4qq| 44q) Oxabababab
use.cpu yqay 4qq) Ox a.bab bbbb

Sometimes pecf can't figure out how to turn an instruction
poin+er address into o function name. Here's an exam ple of
what that looks like:

? mgster{.ous address [

0.00% nodejs nodejs [.] 6x0000000000759d20
0.00% V8 WorkerThread [kernel.kallsyms] [k] hrtimer_active
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ano«lyz;ng Pemc cecocd data

3 ways o jnalgze o."pecf.dota’ file genecated by
pecf record:

pert report

100, 00% 0,00% use_cpu use_cpu [.] main
100, 00% 0,00% use_cpu libc-2.23.so0 [.] __1libc_start_main
100,00%  100,00% use_cpu use_cpu [.] run_awesome_function

e—

quick inferactive report showins

you which fuactions are used the mosT

100% of the ’rm/: is spen‘\' in this function!

Per‘F annotate will tell You which

IR ER]
\‘\"“ [

-
N Per{ onnotate . o.ssemblb instructions your program
g o E is sPendin5 most of its time

! executing (be careful, can be

off bgt Sne instruction)

Disassembly of section Ytext:

T gy !

assemb13 instructions !

00000000004004d6 <run_awesome_function>:

: run_awesome_function(): 66 ins N(\.’o"
0.00 : 4004d6: push  %rbp his & £he
ul (e ol t
0.00 : 4004d7: mov %rsp,%rop 1o whel® | spe "
0.00 : 4004da: movl  $0x0, -0x4(%rbp) o {“M's beinry
100.00 : 4004e1: addl  $0x1, -Ox4(%rbp) !
0.00 : 4004e5: jmp 4004el <run_awesome_function+0xb>

Percent | Source code & Disassembly of kcore for cycles:pp

\Pe(f scrip‘t' Prin’\‘s out all the
$amp\es pe(f collected as text so

]
]
]
]
X \/ou can run 5crip’ts on the oufpv""
]

1

]

+o do analysis. Like the flomegraph
saskckion | \ sceipt on the next page ! =
sym

use_cpu 23001}19774.727477} 349732 cycles:pp:

g\'o.cK‘ el run_awesome_function (/home/bork/work/perf-zine/use_cpu)

3((&(-&. 4f5 main (/home/bork/work/perf-zine/use_cpu)

20830 _ libc_start_main (/1ib/x86_64-1inux-gnu/libc-2.23.s0)

8fe258d4c544155 [unknown] ([unknown])

8

how pecf works: overview

Now that we krow how +o use perf, |ets s<e
how i+ works ¥

The perf system is split into 2 parts:
© o program in userspace called “pecf”
@ a system in the Linux Kernel

When you run ‘perf record’, ‘pecf stat’, or pect tap’
Yo ge‘\' information about o program, hece's what hoppens-

— per'F asks the kerne\ to collect informodion

= profile this programf .@
Pg{ﬁmw system calls ¥

—

L-
count netuork packetsV ) kle::z}

¥ the kernel 3e+s samples/Fraces / CPU counters
From the plograms pe(-F- asks about.

— peck displays +he doto. back to you ina
(hope‘Fthﬁ useful way.

So hece's the biq pic+ure:

9 @ B

(ograms I7
pect userspace - programs Tm

program Kerne | analyzing 5
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hOde.JS PP
PQY“F + r =

o
Sava, o)

Normaug with ‘mterprek‘d lonsuases like node.ss, per‘F
will tell you which intecpreter function is running but not which
'Savasm’pf’ function is ronning. But:

Java

We can help tell perf
what's going on !

\\:)‘JsJ( in ‘I'ime:

Y
This works because both node and Save. hau%‘,%\pgé[rj\"
’ Qoo
function my_cool_fun { ov know, IT'm @
// do a thing actually going to .
} )us’r -in- time compile nOde'js

that to machine cade

ST compi\ed insfructions

Ox aH‘e offe
' (8

Ox offebafe node.§S

hey, those instructions

Correspond to the
my- cool- fon function

node communicates with per‘F btj w(ihns a file called
Amp/ pect- $PID. map

How to set this up:

(S}

node.js

W
=

Java

© get pecf-map-agent from qithub
@ find PID of process
@Creod:e -)ava-perf-map.sh $PID

node -- pecf-basic-prof

i
]
'
|
!
]
|
|
Prograrm\p :
|
|

perf stot: coont any event

You can ac’rua\\ﬂ count lots of different events with
pe& stat. The same events you can record with pecf record

Here are a c0up(e examples of using ‘per‘F stot' on
ls =R (which lists Files recofsivel%/ so makes lots of syscalls)

@O count context switches between the

kernel and userspace !

$ sudo perf stat -e context-switches 1ls -R /

Performance counter stats for 'ls -R /':
20,821 context-switches

@D coont system calls! wildcard

$ sudo perf stat -e 'syscalls:sys_enter_*' 1ls -R / > /dev/null
~2 8,028 syscalls:sys_enter_newlstat
1 ran these 15,167 syscalls:sys_enter_write
‘,\“00%\,\ 254,755 syscalls:sys_enter_close

& on 254,777 syscalls:sys_enter_open
S0 ok o 509, 496 syscalls:sys_enter_newfstat
o o 509,598 syscalls:sys_enter_getdentg ,d;;ed-o(cj
Yop nist entcies

peff’ stat does introduce some overhead. Counting *e\“’-”j *
System call for “$ind" made the program ron up to

m slower in my brief experimen'l's.

T 'H\I'ﬂk as long as Yoo onls count o few diffecent

events (like jus“' ‘)‘he‘syscalls:sys_enter,_open' event)
it should be §ine . T don't 100% understand w\mj there's
so much overhead here_ +though.

15
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sourced from brendangr .com/pecf.himl,
* P e r‘F Ch ea—t She_et . § which has many mo(?%reof}‘ examples

-‘mpori'arﬂ' command line cxrgumen’rs'. * Pe(g. tcace : trace system calls & other events %

“whfﬂ- data fo %e+' @ what progmmls\ Yo look ot # Trace syscalls system-wide # Trace syscalls for PID
-F: pick so.mfle %requenccj -0t entice system perf trace perf trace -p PID
-9 record stack traces ) .
. - p: specify o PID * pecf record: record profiling data %
-€: choose events to record COMMAND : run this cmd P P ing (ecords into
# Sample CPU functions for COMMAND, at 99 Hertz: .
*pe(‘f‘ fOP: 39*' updates live ¥ perf record -F 99 COMMAND pecf.data file

# Sample CPUs at 49 Hertz, show top symbols: . .
perf top -F 49 # Sample CPU functions for PID, until Ctrl-C:

perf record -p PID

Buydwos

# Sample CPUs, show top process names and segments:

perf top -ns comm,dso # Sample CPU functions for PID, for 10 seconds:
perf record -p PID sleep 10

# Count system calls by process, refreshing every 1 second:

perf top -e raw_syscalls:sys_enter -ns comm -d 1 # Sample CPU stack traces for PID, for 10 seconds:

perf record -p PID -g -- sleep 10

Gurosy
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# Count sent network packets by process, rolling output:

stdbuf -oL perf top -e net:net_dev_xmit -ns comm | strings # Sample CPU stack traces for PID, using DWARF to unwind stack:

perf record -p PID --call-graph dwarf
*per—F (ecord : fecocd +(acing doto

# Trace new processes, until Ctrl-C: '\recof'ds into
perf record -e sched:sched_process_exec -a .
perf.data file

* pect stat : count events ¥ ¢PU counterst «

# CPU counter statistics for COMMAND:
perf stat COMMAND

# *Detailed* CPU counter statistics for COMMAND:

perf stat -ddd command # Trace all context-switches, until Ctrl-C:

perf record -e context-switches -a

# Various basic CPU statistics, system wide:

perf stat -e cycles,instructions,cache-misses -a # Trace all context-switches with stack traces, for 10 seconds:

# Count system calls for PID, until Ctrl-C: perf record -e context-switches -ag -- sleep 10

erf stat -e 'syscalls:sys_enter_*' -p PID . .
P y Yo N P # Trace all page faults with stack traces, until Ctrl-C:

# Count block device I/0 events for the entire system, for 10 seconds: perf record -e page-faults -ag
_ 1 Lk .
perf stat -e 'block: a sleep 10 * addmg new ‘trace everﬂ‘s *

* Rep0r+ln3 * # Add a tracepoint for kernel function tcp_sendmsg():

erf probe 'tcp_sendmsg'
# Show perf.data in an ncurses browser: P P P- g

perf report # Trace previously created probe:

perf record -e -a probe:tcp_sendmsg
# Show perf.data as a text report:

perf report --stdio # Add a tracepoint for myfunc() return, and include the retval as a string:

. erf probe 'myfunc%return +0($retval):string’
# List all events from perf.data: P

P
perf script # Trace previous probe when size > 0, and state is not TCP_ESTABLISHED(1):
p

. ) erf record -e -a probe:tcp_sendmsg --filter 'size > 0 && skc_state != 1' -a
# Annotate assembly instructions from perf.data

# with percentages
perf annotate [--stdio]

1

Need kernel debuginfa

# Add a tracepoint for do_sys_open() with the filename as a string:
perf probe 'do_sys_open filename:string' 12



