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casT of characters

in your house.

your loptop your

('n':ho:\' you use program
to look o cats)

A &

; \/our home
Cs)si(:rt\ng router
(knows how To

do nei‘work;nj)

compu’recs 3ou’ll talk to

Juns.co. DNS
1
A Y

DNS server

server (Knows which
(has cat secver hosts
P lC'l'Ufe\ )VnS _CQ)

the ca Pldure
we're down\aadms

in the middle

-
[
@Ifﬂ

inter mediote routers

on the internet

Packejrs!

Q thanks @
for reo.ding

If You want to Know more about nefworKing:

— maKe nefwork requests! play with

Laceroaey {1cpdmmp

—>» beej's guide to network programming is a
— J
useful + funny guide to the socket API

on Unix sgsfems.

—>» beej.us/guide/bgnef 4

—>» High Performance Browser Networking
ie a xfantasticx and pracficalguizle on
what you need to know about nefworKin3 to
make fast websites.
You can read it for free at:

—» hpbn.co 4—

Thanks for Kamal Marhubi, Chris Kanich, and
Ada Munroe for reviewin3 this!
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* X ovur star: *¥*¥
%> the packet ¥,

All data is sent over the internet in . A
packet is a series of bits (01101001..) and it's split
intfo section (aka "headers").

Here's what a UDP packet that says ‘mangotea"
looks like. It's 50 bytes (400 bits) in all!

Solia, 1 dont
understand this
diagram

We are  going
+o0 work on
explaining it7

Vi 84 bits > Eth
ernet frame
destination MAC source MAC addr heqc)ertam
e (M By‘l‘es\
< 32 bits >
packet length 160 boits
IP header 20 bytes
L Tl’\is tells routers

Source TP gddress what IP 40 send

: the packet to.
Destination 1P oddress

64 bits

UDP header 8 by fes

source port | destination port

(a Tcp packet would have a
TCP header instead here)

The packet’s “cantents”
M o N 9 go here. ASCII
@) £ e O characters ace 1 byle

\ .t 17} =
so “mangotea 6%1 l??‘g

SSL/TLS

(TLS: newer version of SSL)

When you send a packet
on the internet, LOTS of
people can potentially

+hat person is
sem)ins email with
pie recipes.
HMMM .

Unencrypted

read it. e

SSL encry p+s your pqcke'l's:

old packet$ IP address+port

bo: 9.932.94:q43  Say *““;“'e Fo: 4.9.32.94 443~ 1?\4:\) *S‘\SEL oact
from: 31.9%.1.2:99¢ from: 31.9%.1.2:99¢9

:'here is my secret

! lemon prerecipe |

ym TS T T ) nob0333 gonna,
;% 8,_’.' ,;c?ebggg‘f;:“_know the secret
BRI Jo0 pie recipe NOWY

——- -

=

[P L R e e
—— e ————— e - - -

What happeqs when yov @o Yo \'\']"]’ps://jvnS-C&:

hece’s my SSL here’s my half
@ 3y cectificate of the key
t‘xchanse
client secver N -"half of Hhe
bey exch O
87 exchange client secver

(very simp \i-ffed\

Once the client and server agree on a key for the session,
they can encrypt all the communication they want.

To see the certificate for jyns.ca, run:

$ openssl s_client —connect jvns.ca:443 —servername jvns.ca

TLS is really complicated. You can vse a tfool like SSL Labs
to check the security of your site.
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DNS

& » . *
Ste : get the 1P address for ivns.ca
& P®D: g ) %

All_networking happens by sending packets. To send a
packet to a server on the internet, you need an

IP addressy like 104.28.7.94.

Jjvns.ca and 3003(e.comare domain names. DNS (the
"Domain Name System") is the protocol we use to gef
the IP address for a domain name.

P, IP ‘f'orovns ca? DNS

\qP+op DNS re5ponse server
DNS reques’f

The DNS request § response are both usually UDP packets.

When you run § curl jvns.ca/cat.png:

curl calls the getaddrinfo getaddrinfo 1P address:
getaddrinfo [[fings +he gys','em makes a. DNS N obtained ¥
function with DNS server request+ to

jvns.ca (like 8.8.8.%) 3.8.8.% 104.28.7.94

Your sgsfcm's default DNS server is often confiﬂured

in /etc/resolv.conf.

8.8.8.8 is Gooate's DNS server, and lots of people use it.
Try it if your default DNS server isn't worKinS!

'HOLJ Packef S Se‘(' sw‘f’ o.ass ‘t‘ he ocean

T hawe o pqake+ £ - 8.7.9,
but how do I ge -—krough all
Fhis INTE«NET?

$| ) — B-6- @-@—6—

heme inteerme § ; ate

fovters 04.23.7. 94
() rouTer cable
Your laptop f ”"%fé Jhe secver

o

When a packet arrives at a router:

?/’ O POSS)J)lQ nex'{'
» — @ \”7,‘3 sheps. w here
d&es-}ma‘}.on. whve iD will ‘H,Q PQCke:v
104.28.7.9Y Touter RN g0 NEXT

Routers use a protocol called to decide
what router the packet should go to next:

we aot
i +8°V

Coo

A packet can take a

lot of different routes - ‘—_.‘/_'_\_’q T
“—
E v

to 361’ to the same
destination!

The route it takes to Sef from
A—B miﬂhf be different from B—A.

Execcise:
Run traceroute google.com to see what
steps your packet fakes to 3e1’ to Soos(e.com.
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let's make
DNS requests

When you're setting up DNS for a new domain, often this happens:

I dont know A ecursive.

’ w(h,s; ggﬁ;!'j]\'e ONS server

Here's how you can make DNS queries from the
command line to understand what's Soins on:

$ dig jvns.ca

;; ANSWER SECTION e
jvns.ca 268 IN A 104.28.6.94
jvns.ca ;68 INA 104.28.7.94

this record ) A 4

i ord expires an A re i
aftec 248 “‘:"ds an IP ::;drleis
;; SERVER 127.0.1.1453

/ws servec T'm using

$ dig @8.8.8.8 jvns.ca

Yhere can
be lots of
IP addresses
for one domain

8.8.8.8 is 6003\@3 recursive

DNS server. @ 8.3.% 8 queries that
instead of +he default.

$ dig +trace jvns.ca

root DNS
502441 IN NS h.root-servers.net® ] server ¥
ca. 172800 1IN NS c.ca-servers.net
jvns.ca. 86400, INNS art.ns.cloudflare.com
jvns.ca. 300 INA 104.28.6.94

these ace +he 2 avthoritative
secvers an avthoritotive server

has +o query to get eun TP for
juns.cou

dig«-'tro.ce basicallcj does the!

same Hnms o recursive DNS
server would do to find your
domain's IP.

uDP

user datagram protocol

DNS sends recluesfs Using
UDP. UDP is a really simple
protocol. The packets look
like this:

UDP header
~ TP stuff~
source port | destination port

length
~ PGCKQ"' contents~

UOP checkssm

“onreliable dato pro‘{‘oco]”

W
(no‘l‘ w?&hée;ll,)
\hjkEﬂ ouL send uDp pqcke‘l‘S,

{'hes m;shf arrcive .

- out of ocder
* hever
any packet can actually get last,

but UDP wen't do angtlr\fng to
help you.

Packet sizes are limited

T'm gemna pot 2000
chacacters in this packet

nope,that

won't £it. 1500
bytes is probably
a better size. ¥

* packet sizes are actually
Q svper interesti nq topic. Search "MTU”

Yyou need to decide how to
organize your data into
packets manually

ok, 623 bytes
in this packet,

747 bytes iq
that one...

o0

VPNs vse UDP

h I want 4o
talk 4o 12.12.12.12

Yo all your
dato. into UDP VPN

packe'\'s, send them Secver
Yo me, and T'll
pass them along.

Sfreaming video often
vses UDP

Read http://hpbn.co/webrte
for a GREAT discussion of
Usin3 UDP in a real-time
protocol.




law Jo_j
UP nwW 08 S&OP
wagshs buif03d 0

Yt jpoasb st
an.j.Ja_(,ul' +a)'305‘ §_l\1,(,

O AV Jpues ot
spypud oput 4-?
dn pispds

Bosd
AAAANVLOD :”: o;)
50 S| Sapm <

$3Y30s5 0
of 5UM aok uym

695Gz 44od dan + ddL  :44DII3UNL
Sz 440d gDL  idLWS
¢hh 44od DL :SJLLH
08 44od 401 :dLLH
€S +dod dan  :SN@

(voos bune NIV NAS St \l"\"ld"D “lam)
PELWEN :

v>-sunl <9
TS0
o

49205 dll v
Y$tm Pawoo no ua\t\l"\

Jogndwon Iwos  'SEINVI JW I T

oyl uo qugo)d puas o4 Siyf sesp Gu:d
04 o4 04 "¥3MOd ALYNHILIN Jof

S$3dA3 333205 Loww o) b

D}Op puas 0}

}oM)20S 2y} o4 SpIM ¢ days
+Jod pup ss2.ppDL ¢ UD O}

}oM20s 2y} osuuoy gz days
}aMo0s

D Jos SO Y4 Ysv T days

Y!| S! S}e¥I0s bursn Yoym

w601d

Q 312y Y03 T (Ld-3p0d
AQA)JOM 4 uop
SO
6vdqam v 426 of puom gsal

I 's!,ddL, $94m P!
do1 op o4 Moy

Mouy 4usaop woabosd unoA

sl

'S! 40U} JOYM UJD3) S 431

i+o320s v uado o} s days yxau ayy @ da
‘SS2J4ppO I UD 2ADY 2M JDY4 MON ) }S

S19)20S

| S'+J0d U OWWO0) 3wo’5|

i+ vo 08 _l,JOd Y4 M
$yovd ddL © sasay

14l UO GEGG9 PUD T UIIM43Q
Jaguinu jiod o soy padand 4an/ddL haans os

uo swouboud $O SPUIY JU2U334Ip 2ADY O} JUDM M

5

:pog 29 pjnom siy L

‘woiboud 40 pury d14103ds v oy

Ao} o) yuom noh 2bossaw gL b puss noh usym

(i4u242441p 240 bbb 44od gan puv bbb 44od ¢4D L)

'sjov040ad 4gn puv ¢d L 3y} o paod auv 5piod
s\vVibarao

) :’.l_Jod:

LN S

1J9AJ3S 3WDS Y4

waos
JM3s |Mowl

© WYy

>fpdgam v 136
O fuom T 1y

0 S +'Ul.‘/"\



TCP: h

ow to

re\iabhj gei' o. cat

Step 3 in our plan is "open a TCP connection!"

Let's learn what this "TCP" fhinS even is \U

When you send a packet,
sometimes it Sefs lost

TCP lets you send a stream
of data reliably, even if
packets 3e+ lost or sent in
the wrong order.

}uimg

laptep

ne“’workmg lasers

useful, but it's good
40 know what
“Ioujer 4" means.

< 84 bits
I destination MAC l source MAC addr l

%l‘/

4 bytes
44— 3 bits ——

| | packet length

T |

Source IP oddress

how does TCP wor

K, you ask? WELL!

Destination 1P oddress

source port destination port

.\—

how to know what order the
packets should go in:
Every packet says what

_rg_nge of bgigs it has.
Like +his:
once upon ati < bytes 0-13
agical oyster & bytes 30-42
me there was a m o bytes 14-29
Then the client can assemble
all the pieces into-

“once upon o time there Y
was o masiw.\ oyster
“The pos;+;on of the first bsfe

(0, l‘{,30 tn our example\ ;.S
Called the “sequence number”.

how to deal with lost packets:

When you Sef TCP data, you
have to acKnowledSe it (ACK):

T hece is part of
o et pictoe 1
jvns.ca\ that should be
server | 28832 bytes
o So farV
[} [
° ACKY Thave
received all

28832 byfes

If the server doesn't 331“ an
ACKnowledSemen'l', it will retry
sendin3 the data.

G | E | T
/ H

know

Tonly

|
ne%‘?/irr Einj about IP addresses?
tool T don't even know

what o portis
let alone what
the packet says.

~

)
ignoces layer Y

and above

The cool 1’hin3 is that the
layers are mostly independent
of each other - you can
chanﬁe the IP address (layer
3) and not worry about layers
Y4+7.

T don't always find this

Nefworking layers
mostly correspond to
different sections of
a packet.

Layer 1: wires + radio waves
Layer 2: Ethernet/wifi protocol

Your network card

understands it.

« lLayer 3: 1P addresses

rovters ook at this to
decide where to send
the packet next

‘/-Lajer 4: TCP or UDP

Where you get your ports!

il ‘\Laﬁer 7: HTTP and friends

Routers iﬁnore this layer,
mostly. DNS c‘ueries,
emails, ete. 9° here.

who uses
which latser?

network card- layers 1+2

home router - (ajers 24344

applications - mostly layer 7
but also layer
4 for the port
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HTTP

Step 4: Finally we can request caf.png!

Every time you Sef a webpaﬂe or see an image online,
you're using FHITPE.

HTTP is a pretty simple plaintext protocol. In fact, it's so
simple that you can make an HTTP request by hand right
now. Let's do it 717

$ printf "GET / HTTP/1.1\r\nHost:
example.com\r\n\r\n"
| nc example.com 80

2ur U0

the nc command ("netcat") sets up a TCP connection to
example.com and sends the HTTP request you wrotel
The response we get back looks like:

200 OK
Content-Length: 120321
... headers ...

<html>
<body>
..oo.MOre HTML

TVve heard of
HTTP/2,
what's +hat?

HTTP/2 is the next version of HTTP. Some biﬁ differences
are that it's a binary protocol, you can make multiple
requesfs at the same time, and you have to use TLS.

impor'\'anf HTTP headers

This is an HTTP requesf: The User-Agent and Host
GET /cat.png HTTP/1.1

lines are called “headers "
Host: jvns.ca

o
User-Agent: zine ‘>~_/ ”‘eﬂ give the webserver

exteo information about
What webpa3e you want

'H'\e HOS‘]’ heacfer - m5 )cqvori‘}'ey

o

dude, do You even knaw} e
how many websites T

? Paa'a%)
Secve? You goﬂa be —
Mmoce SPQCi‘F.‘c. éer\./:r

o

o
NOW welre talkine

Mos+ secvecs secve lots of
di’F’Fefen"' webs,'-l-es_ Th@.

Host header lefs you pick
the one you want 7

Secvecs alse send
(esponse headers with
extra information

about the (espense -

Mare useful headers

User—Asen‘\' Accep 'Er\coc\ins

Lots of servers Want to save
bandwidth? Set

this to "3zip" and
the server miﬂhf

When 3ou're (ogged

info a website, your
browser sends data
in this header! This
is how the server

vse this to check
if 3ou're usin3 an
old browser or if

3ou‘re a bot. compress 3OUF

response. knows you're (ogsed

mn.



