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What's this 7T

L\i‘; T'm Sulia

twitter: @b0rk
blog: hitp://jns-ca

T pu'l' a picture of a cot on +he internet here :

\ :)Vh.s.(_a/(.cd‘.pn% (30 )ook!)

Tn this zine we'll learn everything [mostl%)

that needs to happento get that cat picture
from mg server to your laptap-

MY 90&\ is To he\p ge‘}' you feom

me after I'd

T've heard about some been NO(k""S

of Hhese HTTP/DNS/

H"“"SS but T don't understand %i\li l?;et) for
how 'H\ej work Cx&d’lj or o 3&&(‘
how they ol) £t ogether

< me now

There's a nefworking
problem! 1 ‘\'o‘l‘alb

know where To stact}

to



our star: * ok

*
4* X 'l'he packet'

Al data is sent over the internet in . A
packe"r iso secies of bits  (0Ol0o0wanl....) and itls
5Pl',+ into sections (or “headers ")

Here $ what a UDP pa(ke‘)' 'l'ha‘}'.so\ss

MQngo’ceq losks like. IHs 56 bytes inalll
(Yoo bits)

Solia T dont
understand this
diagram

We are going
to work on
expladm‘fg ity

<+ 84 bits -
Ethernet

destination MAC source MAC addr hf;\:ae-ir_ame.

4 bytes (M oytes)

< 3 br"s >
+
packet length 160 oids
IP header 20 bytes
TTL This Yells routers

Source TP gddress what TP 40 send

h t to.
Destination TP address the packet to

64 b |+S

source port | destination port | | V0P header 8 bytes
(1 Tcp packet would have a

TCP header instead here)

The packe]-.s “contents”
m o n ) a0 here. ASCIT

characters are 1 byle

@
-
™
P

$0 “mansofe« = % iﬁg



S‘}CP.S To 881‘ o ca7t Pic,'fu(e
from jvas.ca/cat.png

When you download an image , there acre & LOT of

ne‘h.lork;ng moving pieces. Here are the basic steps
we'll explain in the next few pages.

@ 331-%1:}1; mjs' .Pc;ddms @ apen a

1 + 1o
where :S wan
o da? e

stact talkiny
OU(-

+o 10Y4.25.7-94
prosmm
lapto p wl—J

Pot"l‘ 80

0S
T’” set tha
Server "P for you

@OPW\ & TCP connection
to 104.28.7.94 port 80

Server

lap‘l'op

@ reguest o cat

GET /cat.png HTTP/L.|
HOST Jvns ca

User- Agent: corl|

Ul'ﬂ\ (‘ H
-H\\.s isa® bandshake \'\TTP{ | laptop
we'll explain it in the TCP section reques '
@ 3e’+ o cal back @ C‘CM(.LP

HTTP/ 1.\ 200 Ok
Content -Type: image/png
Content - Lens% 123123

<PN6 BYres?

-> close +he connection mau&be
- Pu-l' the bytes for

[C]|| e PNG in aSile

Seqver maybe

ith
U - ook at
de%n;’re\5
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‘ Step Q: ge‘l‘ the IP address for jvns.ca

A“ ne'{'work.@ happeas by sendms packets. To send

a PacKe+ to a secver on the internet, you need an

like 104.28.7-94

J\ms ca and 3003\e com are domain names. D
Jomain Name System?) is the protocol we vse 't'o

cae’r the IP address for & domain name.

who.’rs the @
1
-

INS res ponse Server

s (the

\qP‘\‘op .
quUQS

The DNS request x response are both vsually UDP packets.

When you run ' § curl juns.ca/cat. png ' :

_———__—_—----...-- <)

curl calls || getaddrinfo | getaddrinfo IP addcess : .
ﬂ\t“'%&'l'addrmfo ‘f‘inds‘ﬂ\e sys‘l‘em makes Q'l. 1- Ob‘l'adned !

-Func‘l-or\ with DNS seryer request To 104.28.7. 9y

“yes. ca" (like 8.8.2.8) | thatserver o8l

Your Sldsfem’\s default DNS

in [etc/cesolv.con¥.

9.8.8.8 1S 6005\e3 DNS

secver is often COnfn'au(ed

people use it Its a great choicel

secvec, and lots of




There are 2 kinds of DNS secvers:

feculsive outhocitative

I can ge‘l' You an
\
IP address fo, ANY JVns. ca is?
DNS

website b .

the ¢: Y Q'Skmj server Talk +o MeY
) 3”‘ avthorsited; oo like art_ ng. Cloud flace <o)
Server )

wanna Know where
DnNS

When You query @ recofsive DNS server, herels what happens:
T have to talk ‘bz:r'u:ﬁt;::;:eoub :esrmumd‘
to THﬁEE list of oot secvers
avthoriTative
PNS servers ? b . root DNS server
OkayV Q. voot-servers.net
o
(o]
° Y .ca DNS server
O @ J-ca-servers.ca
recugsive
ere’s juns.ca ¢ | |
DNS  secver v — Jtf{g"’j;j'g;if}r:.j-,:i.‘1".;:7,.:;1;_77‘.l
Recursive DS servers ll;/ cache DNS (ecords .
Every DNS record hos a TTL (*time to live”) that Says how long
to cache i+ For. Yoo offen can't force them o vpdate their
cache. You Sus*' have to wait:

o?®

20 mingtes °
ladec ofter

the recursive

DNS server

cache vpdates...

eve rsﬂﬂns
is Srea:l'
now

T updated my
DS records, but
Whea I visit +he
site in my browse
I see the old
version M



le+ s make
¥ DNS requests @

DNS for a new domain, often this happens

I don't Know .
recursive
=IDNS server

what +hat is yet
(NX DOMA W)

W hen yoo’re se'l"l'ins up

Here’s how yov can make D\ querz eS
fcom the command line 4o Undersfand
whatls going on:

$ dig Jvns.ca

;3 ANSWER SECTION a
jyns.ca 268 IN A 10%.28.6. qy4
Jyns.ca 268 IN A 104. 28.7-.94

+h.s record expires an *B record is
ter 268 seconds an IP address

,,SERVER 127.0. 1. 1«53
K—fthe DNS server IT'm using

§ dig ® 8.8.8®

¢ dig rtrace jvns.ca coot DN
. 50244| ZN NS h.roct-servers. net server Y
ca. 172800 IN NS  c.ca-servers.net

Jyns.ca. 86400 IN NS art.ns. clood Flare.cam
IN A  104.28.6.94 '\

Yhere can
be lots of
IP addresses
for one domain

8.8.8.8 is Goosleis recursive

DNS server. 8.5 8 queries +hat
instead of the de fault.

jyns.ca. 300

dig ttrace basiaally does the
same thing a. recursive DNS
server would do o find your
domain's TP

these are the 2 avthoritative
Servers o. recursive Server has

to query to 3°+ an IP for
IVAs. cop




Sockets

Step @:

now thal we have an 1P address,
the next step is To open a socket ¥

Let's learn what that is.

your program doesnt knew

how Yo do

idk what “7cP”is T
justwant o 3e+ a webpage

: 05
dont worry¥
T can help? &

code.py

-vl
=
S
w©
=
9'
3

whaodt using sockets is like

step 1: ask the 0 fura sacket

S+e.p 2+ connect +the
socket fo an IP
address and port

step3: write +o the
socket +o send data

4 common socket 'bype.s

e

when you conmect with
* socket

0S
to use to use UDP _ é
~N
Yy A E D J% /O
$or uLTINATE powgr. 1o Falk fo jvns.ca
ping uses +his o send PCOJrams on the £ Secrver
ICMP packets same computer (we'll explain this Syp 4cic 4hing soon)

when you write +o
o socket

_s writes lots of
datavvvwe

(ode.py

prosram

splits it up
& ~ into packets >
bo send it

this socket interface
1S great! the

Operating sysiem
does so much
for mel




how o

~ol

rel{ably 8e‘f a cal

S’rep@ in ouc plan is “opena
" —H\.'nﬁ even 1S Y

Le¥'s leacn Whodt this ©

When you send o packet on the inernet
sometimes it gets losh

packe‘l’s{ ‘
07 N

JW\S Cﬁ
server

v 24
connect ionY

lets you send @ stearn

of data re\.ab15 even i
packets get-lost-ar sent
in the wrong order

how does

Wock., you ask? WeLLY

how 4o know what andec +he
pa:.keis should go in*
Every packe‘l’ says what
range of bytes i+ has

lee Fhis:
once vpona i « byes 0-13
%ucal G s+e( 4 bytes 30 ~42.
Mme there was & M a— bytes 14-2%

Then the client can gssemble
all 4he pieces into:
n
0nce upon a time there
Was a magyeal oyster”
The position of The First byre
(0,14,30 in our example) {s
Called the “sequence number”

how to deal with lost padkets:

When you get data, yeu
have to acknoyledge it ( )
hece is part of

a icture V
jvns.ca\ That .sl,\)auld be
server 28832 bytes
So fary

! Thave
. received all g
28832 byfes) laghp

T§ the server doesn't 3e+ an

nowledgement, it will re‘l‘rg
Sendin3 the data.
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The TCP Handshake?

'h TREEERREERLREEAE

<t 32bits ——p>

fiource.Fﬁarif I Destination Port
Sequence. Number
Acknowledgement Number

heade, looks like: >

the ™ Sequence nomber ”

P1olr N2
packls in +he risht Checksum
order &

T
Eve(c:) 1 CP ¢ Y i

onnechion starts with o “handshake. This makes
sure both sides of the canned-ion can communicate with each other.

R
client » server

But what do “SYN" and “A Cl’ mean? Welll
have b bit flass (S‘(N

headecs
¢, RST, FIN, PSK,0R6) that you
can set (yov can see Yhem 1nthe dxoaram-) A SYN chkei—

1S a Packgl— with the Syw ‘Hqs set to 1.

1]
When you see “conmection refused or “connection timeout”

errors, Thot means +he TcP handshak e didn't FinishY

-————- - e mEm—— - - __

_ T ran 'Et;)flo 'bcpd.grvlp_host",vns ca ) 1 (n one

of the ou‘l‘fwf
localhost:51104 > 104.28.6.94:80 Flags [S] Y
104.28.6.94:80 > localhost:51104 Flags [S.] n nbs\\ake.
localhost:51104 > 104.28.6.94:80  Flags([.] a

Jjvns.ca. TP address S is for SYN
. is for A



HTTP

S‘i‘epO'- F‘:‘nallj we can (eques‘f' cat.pag |

E\IQ(7’ +ime you ge't' a webpage 6r see an image online,
youlre vsing Shtrp -

T2y vy

HTTP is a pretty simple plaintext protocal- Tnfact,

it's S0 simple t+hat you can make a HTTP (eyues*
by hand right now. lel’s do i+ ¥TY

First, let's make afile called re7ues+.'h<+

- e emmmm o - e —— - ——

|' GET / HTrP /1.1 |
| Host: ask.metafitter. com g

el(eyphin
Yhis Host: bit
Use(- Age(r” 2iné later

- — - —em—-

Th (Pu+ 2 newlines at the end)
en: Pt SR e

—_—--___-_ —e— e - - . e e cc e e ee m—-— = .~

'ca'f rez]uesT fxf l nc metafilter. cam 80r
the 0@ command ("netcat”) sefs vp a connection
to metafilter.com and sends the HTTP request yoo:
wrote{ The response we get back looks I.ke

— e —— = —T =\
jr————— = \

'200 oK
. Con}en+ Leng‘\'h 12032\

headﬁs

o - — - =~

|
' o bunch of
" ATML ;

- r——— = — - an - — - =

HTTP/Z is the next version of HTTP. 14 very diffecent
bot we're aut of space.



important ATTP headers

This is a HTTP request
________________ questt - : :
,'(pE T /eod.png HTTP/ 1.1 ! ?e Vser-hgent : and Hfml.
| 9 . | ines acre called “headers"’.
,H05+: JVns.ca ]

:' Theu aive +he web
] - .5 Y Qive The webserver
"‘Qs'et-éﬁ-e?t}. -E‘_rle;.__ _‘i_\___}/ extea information about
What webpage you want!

the HOS‘]' headers « my quorii‘e!

Most secvecs secve lots of
diffecent websites . The

Host heades lets you pick
+he sne you want 1

dude, do You even knowi e,
how many websites T

A
Secve? You gotta be s <
Mmoce spe cific. ger\./eqr

o

o
NOW welre talk;ne

Secvecs also send

fespoase headers with
E)(h’a\ information

about the (espense .-

More usefu! headers -

User-Asen‘]' Accep - Encoding

Lots of servers use Want +4 save Mhen you're logged
+his o check if yau're band width? Set into o website,
Using an old browser  This To “gaip” and  YOU browser sends data
oc it you're a bot. the server might f" this header | This
COmpress your iS how the server knows
response. You're logged in.



4

4
* 0. and now for even MORE v?
Welve coveced the basics of how to download a
Coat P.‘c‘fure now 1 But therels a lot more to know!

Let's talk about a few more topics.

We'll explain a. litHe more about netuorking protacsls:

- what a por‘t‘ actually is

- how a. Packe‘(' is put together

- securitu : how SSL works

- the different nefworking layecs

“UDP and why it's amazing

and hew packets get sent
from quce to P(ace:

~how packets 3e’c sent in o local network
- and how packets 3e+ from your house 1o Jvns.ca

- ne+workn‘n5 no+a'h‘on

le’ré IQQ(‘r)
MoRE T



neNorkmS layecs

vseful bot it 3oocl
to know what

Y layer 4" means

& 12 bits >
- 14 bytes
| destination MAC ' source MAC addr l

4 bytes .
< 32 bits >

l I packet length

|

Source TP oddress
Destination IP oddress

T |

source port degtination port
G c T
4 H T

loger 3 I onls knovs
nehaorking about P addcesses)
Fool T don't even know
T Y;\A‘flq poctis
. alone wh at the
ignores layer packet says
9 and above

The cool ﬂu‘nj is that the

't‘/udtfs are mosHy independent
of each other - gou can change

the 1P address (layer3) and
not worry about lagecs 4 +2

T don't dways find this

|4-—'

4— Layer Y

N e+work:n3 layers

mostly correspond to
diffecent sections of
o packet,

Layer 1: wires + radio waves

LQ.UQ( 2: Ethernet/uif; protocal .
Youe netwock card understands 3+.

<« que(‘zz IP addresses

touters look ot this a lot
4o decide where To send the
pocket next.

CP or UDP
Where you ge‘f' your ports!

4— Layer S+6: don't really exist here

(+hough people call sst. “layer S")

— Lo“le( 7 HTTP and friends

Routers ignare #his layec
mostly. DAS gueries ,
33 here.

— — - —— e e

Your home router (goks af
la«ders 2+3+y

— ——

Your applications mostly warry
about layer 7 but they get
to tell +the operating system

what TP and port +o use.

The network card in your
Com puter onl5 cares about

lagers 1+7.



Wttt

whol's o -plor’rf

LI O W g

parts are part of +he and UDP pratacals
( port 999 and UDP port 999 are different)

When you send o message , you want

Fo talk o o sPecthc kind of program
This would be bad:

hl I want to
%e‘f o webpage

uh I'm a
mail server
Sorrtj

We want to have different k’mc\s of programs

So ever«j po,ckd- has o Por-l— number
between 1 and 65525 on it:

here’s a. 7C0 packet
With P0f+ 20 on l')"

ONS: UDP pert 53
HTTP . pert 80
Some common HTTPS: port 443
PG(‘]‘S SMTP . Por‘l‘ 25
(mail

Mine craft: +UDP 25565



UOP

sends requests Usin%
UDP. UDPisa rea\llt-é, simple

Profocol . The packets look
like this

UDP header
~ TP stuff~
source port | destination port

lens'H'\ UDP checkssm

~ pqcke+ contents ~

“onreliable dato

o
(no‘}u:*;tds {goe;ll%)
When uou send UDP packets,

H‘"S might arcive

P cotacol’ >

« out of ocder

* hever
any packet can actually get last,
but UDP wen't do anything to
help you.

Packet sizes are limited

T'm gomne pot 3000
characters in this packet

won't £it. 1500
b5+es is pro babl:)

a better size. *

* packet sizes are aclually
a super interesting topic. Search "MTU”

you need to decide how
Yo organize your data inte
packe+s manuallué,

Ok, 6223 b7+e_s
in this packet,
747 bytes iq
that one...

o0

VPNs use UDP

hi I want 4o
talk 40 12.2.22.12

Ok stuft all yeur
data into a upp
chk‘+: send i+ 4a
™M, Il pass if
along.

PN
Secver

Sfream.‘ns Video ofden
uses UDP

Read h‘ffp://hpbn. co /webrtc

'F°" a (DKEAT discossion of
Using UDP in a real time
Pcctocol.




Local nefworking

how o talk o a camputer 1n the same ream

E\Ierb compu‘f‘e( 18 In o Subv_‘)et_. Your subnet
is the list of computecrs you can talk to directy.

B

. oVr
‘Jflﬂ‘}ef lZp‘l'°P yo\)fphoﬁe. roU*Q{‘

Whoad does if mean to falk “direcHg" to ancther
computec . Well, every computer on the intecne?

has o. network card with o MAC oddress.

;

+ueck
niarz\ MAC address

kello‘V you can call me

N
our | e TP
Oo:58:55 e 05:97 / vr laptop's TP address changes

i you go 16 an internet
cafe, but its MAC doesn't

When you send a packe‘l’ to a computer in your
subnet, Yyou put the computer s MAC address on F- To

et the rignt MAC r
3 3 1Yo who's 142.16&-0.1007
computer uses pro‘}oco\ .
cal RP: ¢ %o T1's mel
led ARP: (Address — 6§y 4d: 8:4ce) !
wi

Resolution Protocol
o stocol) stoce that in
my ARP table ¥

ARP table on your computer: T+ shoold look like this:

AC for 192.168.1.120 (my printer) my
3 arp -na o Witi

? (192.168.1.120) at 94:53:30:91:98:c8 [ether] on wlp3s® card



HOLJ Packef S 38‘(’ $en’f' oSS ‘H\e ocean

T hae o packet for104.28.7-4 P
o L but how do I get through all _Q‘}_S;
2 +his TNTERNET e
1 ) -// /)
v | — () — 8-8-8-6-6—[T)
heme inierm‘}ed."aﬁ ' a
r fov1ers bl 04.238.7.
Your lapfop outer Joble, cerverd
OCEAN

When a Pac_ke—i' acrives at a_coute

‘ 7/' D possible nex’
5 [asco]| —2, sheps. where
@ wior &% will The packe‘l
\Q go NEXT g

d estinadion:
Trouter

10y.28.7.94
Routers use a protocol called to

decide what roster the packet should g0 1o next:

A packet can take o

lot of different !

routes to 3e+ to | = [0
+he same destination

The rovte it takes to get fram

A”B might be different from B-2A.

Exercise: _________________
What S‘}(’PS your packet takes to get to google.com



No’(a‘t’non ‘l“nme_ Y

Peo p‘e describe qreups of IP addresses
Vsing C\DR netation

le C\DRs
important examples
CIDR

range of IPs

10.9.% * and 172.16.0.0 /11
DN are ceserved for
local ne{'workin%.

10.9.0.0/1b
10.9.8.0/2Y4 10.9.8.%

22-n
TIn CIDR notation, o /n gives you 2
IP 0ddresses. So a /24 is 2%=256 LPs.

1‘}'5 important to represent acoups of TP addresses
P P grovp
e%‘ic:en—}lb becauvse rovters have LOTS To Do.

1R

foutecr

i 102.168.2.2 in the ssbnet
142.168.0.0 /16? T con do some
reo.llb ‘FQS‘)‘ bit acith me+ic_ and
-Finc\ out Y

10.9.0.0 is this in binary:
Q0001010 00001001 00000000, 00000000
M
fiest 24 bits

10.9.0.0/24 is all the IP addresses which have the same
fitst 24 bits as 10.9.007




SSL/TLS

(TLS :newer verston of SSL)

When you send o chke‘l' on +the

infernet, LOTS of pegple can
po’ren’r;qll% read it.

Unencrypted
wifi
SSL encry p+s your packets:

old packet3 IP address+port

] f stay +he same ) gar H43 is the
to: 9.9.32.94:q43 ST TEINE 4. 9932941443 vsual ot port

from: 31.9%.1.2:99¢ from: 31.9%. 1.2 :94¢

- —— - - v~ o

Mo )
1here is m secret —) : N 8;'¥ae7qqey“<-"°b°635 gonna.

[} 3
lemon pierecipe ! e neopt know the secret
! nepie P 1 Jib473,8b7S kK, pie recipe NOWY

— -

]
1
L ] B v v

What happens when yoo 8o Yo hH‘ps://jvns.ca:
here’s my half
of the {«y

G
T ifi
@ s Certificate cxchanse
client secver nl: y half :{: +he : L‘J
&7 SxchangS client secver

(very simp lified)

Once the client and secver agree on o key for the
session, -{-heS can encant all the communication 'H\es want.

To see the certificate for jvns.ca, run:

bopenssl s_client -connect jws.ca:t43 -servername jvns.ca

TLS is re«llj complicated. You can use a toal like SSL Labs
to check the secority of your site.



wireshark
Wireshack is O.n tool for packet

qulgsis. Here!s an exercise to learn it ! Run this:

:‘S-u;lo fcpdurvlp part Sq_-_w_ hi:(‘_{,_:c{f;k

o - e e e e Y e —— — >

While thats running, open metafitter.com in your browser.
Then peess Ctrl+C to stop tepdump. Now we have a peap!

Open http.pcap with \Jireshark.
SOMQ ques(‘.‘ons 30u can 'l'rg to answer:

@ What HTTP headers did your browser send to
metafilter.com® ...
(hint: search ::ffcime coni’ams“(?E_T_’E)

-, —— e = —— = = -

€3 How Mmany packe*}s wece exc\nanaea( with

me‘]’a‘Fi(‘l‘er.com '.Sf_ef_\’/_e.f_f ________ f PU{- the IP from
(hint: seacch "':P'dSt :i_._g-ti__(._Z_,si .:')“ping metafilter.cam™
"""" here

\lJi(esl'mrk makes it easy to losk at:
* TP addresses and ports
* SYNs and ACks For traffic
* exaclly whatls happening with DNS requests

* and s0 much more. T#'s o great way Yo
poke arovnd and learn.



¥ thanks @
for reo.ding

1f You want to know mere abou? networking:

— MQkE’_ ne‘i‘wwk rQC{U?.S’l'S! P\o“é with

— beej's guide to network programming s
a useful +‘Funn3 3Ua‘de to the socket
APT on Unix systems,

—» beej.us /guide /bgnet

— Hig‘r\ Pecformance Browser Networ kn‘r\?f
is a. kTfantastic % and practical guide
to what you need to know about networ king
to make fast websites.
You can read t for free at:

— hpbn.co ‘

Thankg to Kama) Machobi, Chas kanich, and
and Ada. Munroe for reviewing this?V

Cover act bg the amazing Liz Baill;e
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4‘ x*x
‘ like this 7 e

you can print mare v
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