SNVA] ving /\q
C) Gpshs)
920

1S PUSJUOLL
120 ;xa'noqf EQ*O/V\

SU!JDJ+
24dssasn SVL_L7 Svoipduny 5
d & 2rvdsasa
Soqos an}P
Saqwdﬂ
Syviodarviy v : 592005 V10 (]
12990 F {S3qody,

Jatﬂ'aSOl» +4 C:axﬂ. Moy y
Swa{,S[S gupvo};), xnuq

<
°
-+
v
<
2
Y
[V
<
N
L%
X
S

L10T SSW4snpul ung mom plozim  {supAj vilag

S‘QU}Z/Y?TSUI\(‘//:d_}_?_L{
A 394 o4
i 270w qutad uv> aoh

s SYr At

VS-IN-A8-2D



what's this?

T ve been confused about the Linux tracing
ecosystem for a long time. T finally figured
oot the basics so this zine is a quick
high- level overview

'SuuA EvANS
@bork

https: //5vns.ca

thanks for reo.din3

To learn wmore:

- brendan 9reqq 's b(03

- the kemel docs on kpabes /Ftrace,
in the Documentation folder

- LWN has & bunch of useful acticles
on ftrace
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T~ 3
x = data sources = *

There are 2 basc kinds of data sources:
(not qu-’re the right termindlogy but ITm net sure what is)

. ‘c\\/namic probes' chanSe your assembly code ot runtime
4o instroment it

¢ '(‘ racepoin’rs': choose at compile t+ime (oc in advance

anyway) which events can be traced.

Linux can you change
that (kernel/userspace)

namlc
stemb15 code so L
Know when it's run?

Probe S
\/eo.\r\ no
pro blem é

® Comp(le o trace po:’nt into your progmam
(yoU con also often define them of ryatime)
@ os \ong as nobody activates it,
~no overhead !
@ Your users canactivate the tracepoint
(with fools like F+race /dtrace + Friends)
+o Se‘t info about what vour program
(s doins.

RSN

> more frontends =

Python frame work to help you write
eBPF proarams.Also tons of examP(es!

for eBPF
ths ://%i’rhub.com / ioviser /bec
Can draw graphs of sched_ switch
events recorded bk:) fteace.
for ftrace (and masbe more things? unsure. )
%raph.‘cal trace- cmd Frontend
for ftrace haven't” tried it yet

all frontends faoc their
respec-h've data collectors
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\/Jay_s to ge‘l' ( delicious dela‘c(ous)

{'rac.'nj data. more ways

These ore all developed outside the kernel

There are a. bunch of ways to collect t‘racins data.
(+h003h ﬂ\es Q.“ UH’(‘MOfE‘j ('r\se(f Ke(nel modules)

These 2 ace the ones that are built into

the Linux kernel.
magical filesystem at
/sys/kernel /debug/tracing . © Write some C code

uprobes) (kprobes
@ Compile it info a

SUP(’( powerful, you intecact
kerf\el \All+h l{— by readl'ns ‘FfOM/ CUS"‘OM kerne‘ m0dUle

‘lfro.Cepoin+$ weiting +o Files
iting to files. kernel @ Tnsert that module
P trocepoints into the kernel

Perf’_even‘l-s ® call the perf_event_open
syscall

kernel @ t+he kecrnel weites data to
Q Cing buffer (“perf buffer’)
@D Tnsert the LTTnS

i
'3

kernel module

kernel Use the LTTnS tools to
GBPF O] \Jr\‘}e o. small eBPF 'fra(epoin‘l's Se_t_ & to collect data
program
for you

@ Ask Linux to attach it +o

dtrace kernel o. kprobe /uprobe/ tracepaint

@ The eBPF program sends data to I h K
vserspace with ftcace /perfs thin

BPF moaps

The newest and most powerful



