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what's thi s?

HiV This is me:
r\\

SuLiA EvAaNS |
blog: jvns.coo o

tuwitter:@bork

e —

and in this zine T want to tell you about

how T go‘t
better ot
debugging

’l’hese ae 5 ways T've chcmsed how T think
Otbou+ debugggns-

a Remember the bug is happening

for a losical reasgon.

THs never magic. Reqﬂﬂ. Even when iT makes no sense.

@Be confident I can fix it

o°
o® Mmaybe thig well Tie fixed
before: ? "ﬁa*r'? nou': a \ot of hacd

bugs before

Talk to my coworkers

7 CY

T hope you leamned
something new.

Thank s for reading V)

Thanks fo my par‘|'ner Kamal for
help ceviewing and te the amazin

Monica. Dinculescu (@ not waldarf)
for the cover art.

To learn more, see.:

% my blog L )uns.ca
X my other zines: Jyns.ca/zines
x brendansregg. com

But fe&“'j You just need to experiment.
Tr5 these +ools everywhere . See where +he3

help vou rack down bugs and where they don't.

o5 Steace real(y
helped with
that pcoblem

Tt fokes practice, but T find these faols

both fun and a usefol yob skill. T hope
you will o ¥

° +ha+ didn '+
tell me much,
oh wellf
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Section 12 T/0 and
X 555+em call g <&

Hello, dear reader U Tn this zine , there
are 3 sections of tools that I love.

For each tool Tl tell You wkj it+’s useful

QnA 3ive_ an exqmple. Eoch one is ei‘H\er

g5

Some 0§ the most basic questions you
MISh't have when you 1?9 urito lo ¥
mis beha\/m3 machine are:

- is this madhine writingto or rectd\nﬁ
‘f’rom dlsk?. The_ nd‘work’f_’

- are the programs reading’?ﬂes? Which
‘F\\QS/.(

SO) We’re_ Sta(tir\g wi’rk ‘F(nd\ns Ou't
which resources are bem3 used and

what our programs are daing | et’s g0 7

Flameaphs

Y
Flame rap‘ns G(C. GN Owesome wa%fo

visualize CPU pemcocmance, popularized by
Rrendan Gregg's Flamesrap\r\.p\ tool .

<
h z

EZ%&H\U b.com /b(enéar\g(egg /Flame ag@p

4
Hece's whod 'H\Ex:) lock. \ike:

eat 107, | bite 20% | teeth 282 {

pPanda 20% | alligator 80%
main 100%

l/\r\etj're constructed feoon collections (U.SU&“5
thousands) of stack traces sampled from

a program . The one above means %09, of
the stack traces stacted with & mam

408 107, with v main alligato -
eat

You con constroct +hem from ‘pecf 'recordmgj
(see Brendan Gregg's Slame graph github fac how)
but lots of other uare lated +ools can produce
+hem too. T +hem.
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gticker on

Strace is my, favourite program. Tt prints
ever% SSS+€M Ca“ Sour P(os(‘am used. I—I"g

& Cool woy te gef an overall picture of what your
Progrom Ts doms/ and T ¥ using i+ to answer

questions like " which files are being apened? ’

_— e e - = - m— e == em = = T = e = = e - -

| T .\\e‘ of
1§ strace python my_program.py X 5

- e o _Z _ \ We®

- \”

e open( " /home/bork/ .config_file") = 3

el read(3, “the contents of the file")
~ ... hundreds of lines...

g§{tonnect(5, "172.217.0.163")
& lsendto(5, “hill")

WARNIN G
Stroc® con make your pragram

run S0 x Slower. Don"" run it on your
production dotopase

T can't do justice ¥o strace here, but I have
a whole other zine aboytit at

\)vns.co./zine_s

Q pert Q

Peﬁc‘\s not simple or e,legant Tt is o weird
multitoo| that does a few diﬂ?eren’f,ver%

useful things. First it's o s\ sampling //_
-\ profiler/ 2

\ TS
:S sudo pecf record python |
(press CHel+C after a § ew second s\_

You can look at the results with:

TrS ronning:

-— e — e - - - —— -

"gl sudo perf report :

— e —— - —— .

Mine says it spent 5% of its time in the
P‘/DiCJ’— GetTtem function. Cool! Weleared
o) +iijc\r\ihg about the CPython interpreter.

('sf\\ous Yoo C ’Func-}forz) \works e\:enjw\nere @
if you use Pec{'\ to profile
a Py’H\on P(ogra(n, it'll
Show you the C funclians
(SymbolQ ‘fmm ‘H’\e prﬂ\on
inferpreter not +he

P\/-H\on foactions.

pecf can be installed on
pretty much any Linuy
machine. The eyact
1Cea+ures it has will

depenA 6N Yoo
Kecnel version.
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AL L <ttt ey,

Sec‘l"on l_. S ne’h,dorkms ’T:

=
////,/I

Tve devoted a lot of space inthis zine to

networking tools, and T want to explain why.

A lot of the programs T work with
communicate over HTTPR.
response

reques(t 'm%
« _ =~ {name : “frofeu Y
TS

Every programming language uses the
same network protocols T So the network
IS o nice \omgu&ge-\‘ndependeﬂ‘iL p\QCQ ta
answer questions like:

* Was the request wronq, or was
tt the response_?
* (S my service even runnmg?

*my program is slow. Whose faolt

is that ?
Let's SGVa

wireshark
Wireshark is om G UTI ool

for network analysis. Here's an egercise +o

Qearn 4V Ron thiss

— e e T e — e ——m = —— - _——

\/J\‘\'\\e_ ’\'ha’\"S (U(\r\ingl oPer\ me“’a‘ﬁ lter. com in
Your browser. Then press Grl+C +o st op tepdump.

Now we have o peap file to analyzel

——— et
—_—— o — — — — = —

wireshack http.peap

— —
—— —— )

EXP\ore the Wireshark interface |
QUCS‘\'iOF‘S You can frﬁj{"o onswer:

O What HTTP headers gid your browser
send to metafilter.com?

- ——— e =

Chint: seardn 'u‘ frame. contains \\(DET"})

— e e——— — —— — — = -

D Howy long did the longest request take?
Chint: click Statistics - Converso&fons\

@ HO\,J man packﬁs Were exc\'\angec{

Wi‘\'\'\ me'\‘w?iH‘e( . oM /S serve(s ? ipm-Frs\m
o ‘_/' Ping
- = - :‘3 etafilter.com

(hint: seacch }ip-dst == 54.1g6 .13.33
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neLsta 5
Ever\z ne‘twgrk reciue_sf 3e+5 Sen't ta
O P_g;_'t (like 80) on a computer. To

(eceive g, re?uesi', a proegram (a.ka“server")
needs to be"listening’ on the port. Finding
out which P(ograms are Risl‘enfrﬁ on which
r,t_ . / -
ports is reall% easy . Its jusf

& 4 7% e
una., p\eo.se ® 717 x@-é, x.°“§§o
alse known as k\;:@«“’
p—— o R P

-

~— —

(\TS_UdO netstat "-L-UHQP(\\}

— —
—_—e e.— ———

Here's what tbou'” see:

prote  local address

tcp  0.0.0.0-5353
porf /

SO\. T Q netstat becavse
it tellg me which processes
are running on whidh ports.

PID /Program nome
29973 /P(j‘(?hon

- — ———

On 0S X , use :(1—50‘9 1 -P E instead.

—  —— —

N grep 1S mtz ‘?a\murﬁ e s‘(’ar’(' er network
SPY too! Tﬁé’ hE righi’ now! Run:

e e e e = —— — = == = =
— — — — — —— — — — —

udo ngrep e ony me‘('chrLH’er‘!‘

\

YA

-_— e— e— — = = — =
e — - — -— —— — —

Then go to h‘H’P:// metofilter. com

in your browser. You should see
ma{’c\r\ing network packets ngrepfs

output 1 We are SPIES U

Recenﬂg ot work T'd made o chang e
To o client so that it sent

% with allits

reque&\’s. T waonted o make suce

{“some_id "

i+ was wacking, so T ran:

— —— —_~

— — —

P \)
; Sudo ngrep some—t ;

~ s
\— — — - — — —_—

T Loond out that ever5+king was ok \$



