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H ! This is me:
’é Touia Evans

b\ogt :)vns. co ('-')

twitter:@bOrk

and In -H-..‘s 2in@ T want to tell you about

how T 30": better
at debuegmg

These are 5 wWays I've chanscd how I +hnk aboot

debuaaust

Remember the bu% (s hqppem/lj

for o QOS)KCDJ reason. Theres no M"‘S"C'

@ BQ con‘FlJeni I can -le 'I',' o

° maybe this o

bd’a‘e’.? hou - ?
[2 Talk to someone

S

Tve Fixed
hacd buaj
before ¥

I hoPQ %OU leamed
Sonneﬂn’.na new ,
Thanks for reading V)

Thenks to mu Pad‘ne( Kemal for

endeSS reviews, to the aquir\s

Monice. Dinculescoy (@ netwaldoyt)
For +he cover art, and many others.

i": ‘600 wan{' to know more — nma
site has a lot (jvns.aﬂ and

brendan gregy. com does too.

Bt reqlly you just need to exPe/Imen‘f'.
Try these tools everywhere. See
where +he:j lne_lp and where +|ne?/ don .
It tekes o lot ofF Pm.c‘hce Yo usethese
tools o éebus ceal problems,

I've been lea(mnS them For 2 gears, and
T've so-Hen pre'H'y far, bot +hece's &'0'5
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Section 1: I/0 ond
% Stés-\em calls &

He"o, dear reaéerq Tn this z_]nel there
are 3 sections o tools that 1 love.

For each tool, T'll tell yoo uhy @5 usefol

and give an ex ample. Each one 1S ether

g5

Some oF the most basic ques"}?ons %00
mlgh‘f have wlnen \/oulg nto Q
Mmis belﬂa\lms machine are -

- iS‘H“'S madime wrr}mﬁ to or rec‘ém\cj
feom disk? The network?
- ore the pfograms fenéunj'files? Which
files?
So, we're s’(ar(mi;) with -?mdms oot
which rescurces are ‘oecgﬁeé, and

wha‘f our prosrams are doma. L

et's gol

SpY on Your CPUY

Yoor CPU has o smal] :
Cacke on it ('Hne L1 cqclnc)
that it can access IN

~0.§ nanoseconds \ @
|

Faster +han RAM

‘t;-E

3005\& h Lo‘}cnc(}

Numbers evercj
pﬂ:ﬁ(amm ey ")
Should )(f\GLJ B

1f you'te -}rainﬁ to do an opero.‘\‘ 10

n m‘c(°5€C°"J5, CPU cache usage maters)

how do I knouif
@ m'j program is Using
X those caches?
7\

— — — | — — m— — —

hou ‘\'0 .:per—? S‘h:\'r -C Ll‘dCache-loac\-wsses‘J
Use 'l't ""']R_s l'.__

This runs \ﬂs' and Prm‘b o repor‘f' ot the end\ .

E how it Your CPU can keep all E?{S-c:iF0unT€G
Jh Works | about what ik doing. jpect s1oF; asks

[
e ee ==

it to count -H\ma_s +then collects +he (esutt.

|

@, Ha(dwo\(e 1S E@l . knowing more about how
)‘/ Your harduare works can real% Pay of§ &
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@

fcace
1 hove & °
(;\\ckec on ™Y 9‘"“3\

Strace s mub fovourite program. It Prm‘fs

{ 1V

eveua 535+em call gour program vsed. T1's

G (ool wag to 3€+ an ov(a(al\ Puc'lule of what Your
p(OS(am s do|n3 , Qﬂd 1 v vsing 4o answe(

questions like " which files are being opened 7 ’

| $ strace python my_program.py : s«\\i(.\w‘

— o = o — T T e e = " e e o e = = \

es+ hondreds of lmes... ~
g:" open("/home/bork/.config_file") = 3
saet| read(3, "the contents of the file")

- vv- hundreds of lines ...

g"’(connect(S, "172.217.0.163")
£ |sendto(5, "hil!")

stcace can make \our program
ron S0« slower. Don't fon 't on your

Pfoduction database

T cant do justice o strace hece, but I have
G whole other zine obout i+ ot

:)vns. ca /2 nes

Q) perf QY

Pe(‘f is not s(mple or e\esom't'- Itisa weufd
multitool that does a bunch of different, very

useful thugs. Fost! 14 o2\ sampling 7.
B ‘ "\ profiler/-
r&a ronnm3:

—
_— e e— — — — — -

=
', $Sudo pemc record P%‘thon EOaa

_____ H Soves ¢,
(press Cel +C abler 2 seandsy file
fhie s P | r1+C after 2 seands) * perf. dato”
e :l,w S, every few milliseconds,
€ pyt :
PY hon process (s éoln . Lel's
See the regylts | 3

| &Jdg‘pe—rf_\re;o;% !
Mine sa%s it spenf 5‘7::@ i1s timein
the PyDict_ GetIdem function. Coel :
We learned a{'m%{kmcé about the (Python 1n1'erpre'hr'.

Just € Sonctions

works evergwkere \J) )

1'? %ou're N pr-)hon /Rub?/ per‘F can be installed
Sava/ Node programer, you on P““J much any, Lingx
m'shf be se‘H’lnﬁ cm‘l‘Sy. machine. The exact

T went to know which 'Fe“+Uf€S it has will
EL_’_E% fonction (s runnfns\ dePeﬂd a (d+le en
Not the C Function! Yoo keenel version.

Stick wath me 'Ufmuslq. I getyou.
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section Lz ne‘twarkms‘)

P R I

T'e devoted a lot of space inths 2ine to
net uorkinq tools, and I want 4o explam Wht‘-

A ot of +he programs T work with

(ommunicate over HTTP,
responst

reciucs‘('

m‘j LY "

W = =y name: —fru'f{u ’
(ZE ‘; " " P""ﬁm’” {(olof - vhlee g §
Cat '.

E\le'n,}f Ffoﬂfa""m"g lansuc\ae_ oses the

Same net work Pro‘('()cols | So the
he"'work (S & Nnice languaae— méependenf
place to ansuwer questions like :

® Wwas ‘H)e fP(]U?Y(' uronQ, G6r uwas
i+ the response?

* (s m-j seryer cven cmli

T omy program s slow. Whose Faolt s
(!

Lftls 808

wireshark
Nl(es\f\afk 'S N GUI +ool

for netwerk analasis, Hece's an exercise to
feacn tV Run this :

— — — — — —

While that's fuaning open metatiller. com in
‘Jo'vf bwwsef- (or JVﬂS.COL l) Then press
Ctrl+C 4o s‘1‘0p +cpdump. Now we hove mpcqpl

—— - —— o,
- o e o— = e

;_\,\il:e_shark . h’c—l-.o -peap ‘f

e e — = s -t

EXp(o(e the Wireshark ‘wlecface!
QU€S+lonS yOU Can ‘tﬂa‘to answer .,
O What HTTP heagers did your brouiser

send to metafilter. com’

-———.—_,_-_——"——"

Chint: searcch | frame contains “C‘)ETHES

| o e o o e -

@ Hou '0“\‘3 did +he lonses‘(‘ retiues‘t take!?
(hint: click Statistics -> Conversat ions)

©) Hou M ony pc\ckc‘fs wese exchanged
1P addressfom

. |

-
e —— ————— T ]

(hint: seacch \:Lp.és’t=: 54.186.18.33 )

— ——
— ——
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% netstat &«

Ewr‘j network reques't 86)"3 sent 1o
o) PQ—(I (like 80) on o compu'(‘er'. Te

recewe a reques'f, & program (okeas ecver”)
heeds to be” \-'S'l'enmj' on the Por’t. F'mdms
out Lwhich programs are lis’(em/\wj on Which
PGl"t.S LS fGO\“‘é QQSLa . I'( I_S jus‘('

X0

% \\'l.' V " "3‘:’0”‘
ona, please y <% %-&"wﬁ.
also known as ™
T T T T T
‘ Sudo netstat —‘fjunqp( ]

~

7/

~_—_
— e e — - e

Herels what uéou’ll see’

Proto local address

tep 0.0.0.0:53%53
port /

SO\, 1@ netstat because

Lt tellsg me which processes

are onning 0N which porTs.

P10/ progCam name
299% /p%{'hon

_— - - - -

\
On 05%,use ilsof -i -P;  Cnstead.

— e - —— -

na

— NJ

(S m\j 'Y'avour'che starter network
Tr‘ta o r‘nsh‘t now! Run:

ngrep
SpLa 't'oo‘ I.

. - - . e = = = e = == ==,

—— = = = e =

' 5000 ngrep -d ony mefa'?tl’(ef‘;

-_— e - - —- —
e e e o mm e = == - =

T hen o to lntf.'p'.// metafdter. com
in vour beowser. You should see

matching network packets tn HS(CP’J

OU‘&PU ‘. We are SPIES U

Rccen't(aj ot uork 1'd made o change

to a Clleﬁ{' so that t sent
{“specw.l_cd": N wth all s

(equests . 1 yanted +o make sure

Fwas working, so I ran

— — o —

— ——

—_—,— e — ———— T



